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Survey On Spectrum Sensing For 6G Networks
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ABSTRACT

Spectrum sensing is a fundamental technology that enables efficient utilization of radio spectrum in
cognitive radio networks by detecting unused frequency bands for opportunistic access. As sixth-
generation (6G) wireless networks emerge, spectrum sensing has become increasingly critical due to the
integration of artificial intelligence (Al), edge computing, Integrated Sensing and Communication (ISAC),
and terahertz (THz) communications. This survey reviews conventional spectrum sensing techniques,
including energy detection, matched filter detection, cyclostationary feature detection, and cooperative
spectrum sensing, while highlighting their strengths and limitations in 6G environments. The paper
further discusses Al-enabled spectrum sensing approaches based on machine learning, deep learning,
reinforcement learning, and federated learning, along with emerging technologies such as Reconfigurable
Intelligent Surfaces (RIS), digital twins, and edge intelligence. Finally, the survey outlines key applications,
current challenges, and future research directions for intelligent spectrum management in next-
generation wireless communication systems.

Keywords: 6G Networks, Spectrum Sensing, Cognitive Radio, Artificial Intelligence, Machine Learning, Deep
Learning, Integrated Sensing and Communication (ISAC), Reconfigurable Intelligent Surfaces (RIS),
Terahertz Communication, Dynamic Spectrum Access.

INTRODUCTION

The exponential growth of wireless devices, Internet of Things (1oT) applications, autonomous vehicles,
industrial automation, and immersive technologies such as augmented reality (AR) and virtual reality
(VR) has significantly increased the demand for radio spectrum. Although the radio spectrum is a limited
natural resource, several licensed frequency bands remain underutilized at different times and locations.
This inefficient utilization has led to the concept of dynamic spectrum access (DSA), where unlicensed
users can opportunistically access unused licensed spectrum without causing harmful interference to
licensed users.

Cognitive Radio (CR), introduced by Joseph Mitola IlI, enables intelligent spectrum sharing through four
primary functions: spectrum sensing, spectrum decision, spectrum sharing, and spectrum mobility.
Among these, spectrum sensing is the most fundamental because it determines whether a frequency band
is occupied by a primary user or available for secondary access.

As wireless communication evolves toward sixth-generation (6G) networks, spectrum sensing has
become increasingly important. Unlike previous generations, 6G aims to integrate communication,
sensing, artificial intelligence (Al), edge computing, and satellite networks into a unified ecosystem.
Future 6G systems are expected to operate across sub-6 GHz, millimeter-wave (mmWave), and terahertz
(THz) frequency bands while supporting ultra-low latency, extremely high reliability, and intelligent
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decision-making. These ambitious goals require highly accurate, adaptive, and Al-enabled spectrum
sensing mechanisms. Recent 6G research also emphasizes Integrated Sensing and Communication (ISAC),
where communication and sensing share the same spectrum and hardware resources to improve
efficiency.

FUNDAMENTALS OF SPECTRUM SENSING

Spectrum sensing refers to the process of continuously monitoring the radio environment to identify
unused frequency bands, commonly called spectrum holes or white spaces. A cognitive radio periodically
observes the spectrum and decides whether a primary user is present.

The quality of spectrum sensing is evaluated using three important metrics:

e Probability of Detection (Pd): Probability of correctly detecting a primary user.

e Probability of False Alarm (Pfa): Probability of incorrectly declaring that a spectrum band is
occupied.

e Probability of Missed Detection (Pm): Probability of failing to detect an active primary user,
potentially causing interference.

An effective sensing algorithm should maximize the probability of detection while minimizing false alarms
and computational complexity.

CONVENTIONAL SPECTRUM SENSING TECHNIQUES

Several traditional spectrum sensing methods have been developed.

Energy Detection

Energy detection is the simplest and most widely used method because it does not require prior
knowledge of the transmitted signal. The received signal energy is compared with a predefined threshold.
It is simple to implement, low computational complexity and Suitable for unknown signals

Matched Filter Detection

Matched filtering provides optimum detection when the characteristics of the primary signal are known.
Advantages

Fast sensing
High detection accuracy

Cyclostationary Feature Detection

Many communication signals exhibit periodic statistical properties known as cyclo- stationarity. These
characteristics allow reliable detection even under noisy conditions.

Advantages
Excellent low-SNR performance and Distinguishes signal from noise
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Cooperative Spectrum Sensing

Multiple cognitive radios cooperate by sharing sensing information with a fusion center. This approach
mitigates fading, shadowing, and hidden terminal problems while improving sensing reliability.

SPECTRUM SENSING REQUIREMENTS IN 6G NETWORKS

Unlike 5G, 6G is envisioned as an Al-native communication platform supporting communication, sensing,
localization, and intelligence simultaneously. Consequently, spectrum sensing must satisfy several new
requirements.

e Ultra-low latency: Decisions should be made within milliseconds.

e High sensing accuracy: Reliable detection is required even below -20 dB SNR.

o Energy efficiency: Battery-powered loT devices require low-power sensing algorithms.

e Massive scalability: Millions of connected devices must perform spectrum sensing without
excessive overhead.

e THz spectrum awareness: New sensing algorithms are required for terahertz communications
because of severe path loss and atmospheric absorption.

o Satellite integration: Future 6G systems will integrate terrestrial and non-terrestrial networks,
requiring spectrum sensing across heterogeneous environments.

Al - ENABLED SPECTRUM SENSING FOR 6G

Artificial Intelligence is expected to become a core component of 6G networks. Instead of relying
solely on fixed thresholds, Al enables intelligent learning from radio environments and adaptive decision-
making.

Machine Learning

Traditional machine learning algorithms such as Support Vector Machines (SVM), Random
Forests, Decision Trees, and K-Nearest Neighbors classify spectrum occupancy using handcrafted
features.

Deep Learning
Deep learning automatically extracts features from raw radio signals.
Popular architectures include:

e Convolutional Neural Networks (CNN)
e Long Short-Term Memory (LSTM)

e Auto encoders

e Transformer Networks

Deep learning significantly improves detection accuracy in low-SNR environments.
Reinforcement Learning

Reinforcement learning enables cognitive radios to learn optimal sensing policies by interacting
with the wireless environment. It minimizes sensing overhead while maximizing spectrum utilization.
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Federated Learning

In federated learning, multiple devices collaboratively train a global sensing model without
sharing raw sensing data, improving privacy while reducing communication overhead.

Recent 6G research also explores Al-enhanced radio sensing within Integrated Sensing and
Communication (ISAC), enabling networks to jointly perceive the environment and optimize spectrum
usage.

EMERGING TECHNOLOGIES SUPPORTING SPECTRUM SENSING
Several emerging technologies are reshaping spectrum sensing in 6G.

e Integrated Sensing and Communication (ISAC): Communication signals simultaneously support
wireless data transmission and environmental sensing, improving spectrum utilization and
reducing hardware complexity.

e Reconfigurable Intelligent Surfaces (RIS): RIS dynamically controls wireless propagation,
improving sensing reliability in obstructed environments.

e Edge Intelligence: Al models deployed at network edges enable real-time spectrum decisions with
minimal latency.

o Digital Twins: Virtual replicas of wireless networks help predict spectrum occupancy and
optimize sensing strategies before deployment.

These technologies are considered key enablers of intelligent spectrum management in future 6G systems
Applications of Spectrum Sensing in 6G:
Spectrum sensing supports numerous real-world applications.

e Smart cities with intelligent traffic management.

e Autonomous vehicles requiring uninterrupted wireless connectivity.
¢ Industrial automation and smart manufacturing.

e Remote healthcare and wearable medical devices.

e Disaster recovery through UAV-assisted emergency communication.
e Smart agriculture using low-power IoT sensors.

e Satellite-terrestrial integrated communication systems.

These applications require highly reliable and adaptive spectrum sensing to ensure seamless
communication.

8. Challenges and Future Research Directions

e Despite significant progress, several challenges remain.

e Reliable sensing under extremely low SNR.

e Efficient sensing in terahertz frequency bands.

e Security against spectrum sensing data falsification and primary user emulation attacks.
o Energy-efficient Al algorithms for battery-powered devices.

e Explainable Al for trustworthy sensing decisions.
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Standardization of Al-enabled spectrum sensing for 6G.

Future research is expected to combine Al, ISAC, RIS, edge intelligence, and digital twins to create
autonomous spectrum management systems capable of self-learning and real-time adaptation.

CONCLUSION

Spectrum sensing remains the cornerstone of cognitive radio and dynamic spectrum access. As wireless
networks evolve toward 6G, traditional sensing techniques alone are insufficient to meet stringent

requirements for ultra-low latency, massive connectivity, energy efficiency, and high reliability. Al-driven
spectrum sensing, integrated sensing and communication, reconfigurable intelligent surfaces, and edge

intelligence are transforming spectrum management into an intelligent and autonomous process. These
technologies will play a vital role in enabling efficient spectrum utilization, supporting emerging
applications, and realizing the vision of intelligent 6G wireless networks
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