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Synchronization of hybrid chaotic systems and its
application to secure communication have received
considerable attention over the last decade. Since the
pioneering work performed by Pecora and Caroll [1],
different chaos communication methods have been
developed in order to hide the contents of a message using
hybrid chaotic signals.
An attractive way to simulate such complex systems in a
reasonable amount of time is to use behavioral models to
simplify physics and explore interaction between different
domains. A modeling environment naturally suited for
behavioral modeling of mixed technology problems is
VHDL-AMS [3-5]. This high-level hardware description
language is an IEEE standard and extension of a digital
language VHDL [6]. VHDL-AMS is widely used in
electronic design flow for modeling various mixed-signal
(analog and digital) circuits and systems including such
recent applications as RFID systems [7].

This paper describes the simulation of a hybrid secure
communication circuit with VHDL-AMS. In the
transmission scheme, we propose a transmitter system
combined of a continuous-time hyper-chaotic (5D) system
and a discrete-time chaotic system called modified Henon.
To make its structure more complex, the states of the
continuous-time system are introduced in the dynamic of the
discrete-time system. The receiver is composed from a
continuous unknown input observer and a discrete full-order
state observer. Simulation results are finally presented to
visualize the satisfactory synchronization performance.
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II.

THE HYBRID CHAOS SYNCHRONIZATION
SYSTEM

The continuous system is described by the following
equations:
ሶ ൌͳ ͳ ሺǡͳ ǡͳ ሻͳ ͳ
ଵ ൌ ଵ   ଵ ଵ
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Abstract—This paper describes the simulation of a hybrid
secure communication circuit with VHDL-AMS. The hybrid
chaos synchronization strategy is developed from the point of
view of the observer design, where the drive is a combination
of a continuous-time hyper-chaotic (5D) system and a discrete
time chaotic system (Henon), the response is a composed of a
continuous unknown input observer and a discrete full-order
state observe. Simulation results show the effectiveness of the
proposed approach.
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(1)

  א୬ ǡ ଵ  א୮ and ଵ  א୫ denote the state, output and
information signal respectively. A1, B1, C1 and D1 are real
known matrices. ଵ ሺǡ ଵ ǡ ଵ ሻ is the nonlinear item of the
system.
For simplicity of the presentation we introduce the
following notations:
 ൌ ሾ ୬ Ͳሿ,  ൌ ሾଵ ଵ ሿ,


ൌ ሾଵ ଵ ሿ and ĳ ൌ ቀ ቁ(2)
ଵ

The discrete-time system is described by the following
equations [9]:
ሺ  ͳሻ ൌ ଶ ሺሻ  ଶ ଶ ൫ሺሻ൯  ଶ   ଶ ሺሻ

ଶ ሺሻ ൌ  ሺሻ  ൫ሺሻ൯  ଶ ሺሻ ൌ ȟሺሻ  ଶ ሺሻ (3)
  א୪ ǡ ଶ  א୯ and ଶ  אdenote the state, output and
information signal respectively. A2, B2 and C2 are real
known matrices. ଶ ൫ሺሻ൯ is the nonlinear item of the
system.
We introduce in the dynamics of discrete-time system,
the statesଵ ǡ ଶ ǡ ଷ ǡ ସ and ହ of the continuous-time system,
sampled with a rate T1, to make the structure of the discrete
system more complex [2].
The signal ଵ comes from the continuous-time system
will be first sampled with a period T2, but only blocked
during T1. The signal ଶ comes from the discrete-time
system, is sent during 9T1. We obtain a transmission cycle
composed of 10 periods T1.
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Discrete
system

Where ො denotes the state estimation vector of. Matrices
B0, dT and K should be determined such that ොଶ converges to
ଶ .
Defining the synchronization error:
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e
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ଶ ൌ ො െ 
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system
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And if the following condition are verified,
  ൌ Ȁ
 ്Ͳ
  satisfies: Ȝ୧ ሺ െ  Ȁሻ ൏ ͳ i=1,…..,n
We can recover the message ଶ .
The received signal is first demultiplexed on two signals y1
and y2. The signal y1 is first memorized during a period T2
= 10T1. Then, the signals y1, y2 are introduced, respectively,
in continuous and discrete observers.

Continuous
system

III.

Fig.1. Transmission chain based on a hybrid dynamical system

In the receiver, The Continuous-time system proposed is in
the form [8], [11]:
ොሶ ൌ ො  ଵ  ሺොǡ ଵ ሻ
ĳ
ෝ ൌ ො  ଵ

(4)
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Where ĳ
ෝ denotes the state estimation vector ofĳ. Q is a real
matrix that verified    ൌ ୬ା୫ with P is a real
matrix. Matrices N, L and the nonlinear vector field
ሺොǡ ଵ ሻ should be determined such that ĳ
ෝ converges
asymptotically to ĳ.
Consider the error vector:
ଵ ൌ ĳ
ෝെĳ

(5)

In order to recover the messageଵ , the following condition
     İȜଶ ୬ା୫

must be verified: ቆ
ቇ ൏ Ͳ is
െİ ୬ା୫
 
solvable with  a positive symmetric matrix, İ a positive
number.
The Discrete-time receiver system is described by:
ොሺ  ͳሻ ൌ ଶ ොሺሻ  ଶ ଶ ൫ොሺሻ൯  ଶ   ሺଶ ሺሻ
െ ȟሺሻሻ
ȟሺሻ ൌ  ොሺሻ  ൫ොሺሻ൯

Let ොଶ ൌ ሺଶ െ ȟሻ
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VHDL-AMS SIMULATION

In this paper, all VHDL-AMS simulations have been
simulated with simulator HAMSTER. The continuous time
chaotic
system
has
initial
conditions:
൫ଵ ሺͲሻǡ ଶ ሺͲሻǡ ଷ ሺͲሻǡ ସ ሺͲሻǡ ହ ሺͲሻ൯ ൌ ሺͳǡ ͵ǡ ͳǡ ͲǤͷǡ ʹሻ, and
the discrete time has: ൫ଵ ሺͲሻǡ ଶ ሺͲሻǡ ଷ ሺͲሻ൯ ൌ ሺͲǤͳǡͲǤͳǡͲǤͳሻ.
All of these numerical experiments were performed using
the fourth-order Runge-Kutta integration algorithm with
integration step of 0.00001s.
The equations of the continuous time hyper-chaotic 5D
system are as follows [10]:
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(6)

ଶ ଷ ସ ହ
െଵ  ଵ Ͳ Ͳ Ͳ
Ͳ
ۍെଵ ଷ ସ ହ ې ۍ ې
 ۍଶ 
Ͳ ې
͵Ͳۑ
ଶ Ͳ Ͳ
ێ
ۑ
Ͳ ێ
ۑ
ێ
ሶ ൌ ێ
Ͳ െͳ Ͳ Ͳ   ۑ Ͳ ێǤͳଵଶ  ۑ  ۑ Ͳ ێଵ
 Ͳ Ͳ Ͳ ێെଷ Ͳ ۑ
 ێଵ ଶ ଷ ହ ۑ Ͳ ێ ۑ
 ۏെହ Ͳ Ͳ ସ െସ ے
 ۏଵ ଶ ଷ ସ ے Ͳ ۏ ے
ଵ ൌ ሾͲͳͲͲͲሿ  ଵ

Where ଵ ൌ ͵ǡ ଶ ൌ ͳͶǤͷǡ ଷ ൌ ͳͲǤͷǡ ସ ൌ ͳͷǡ ହ ൌ ͻǤͷǤ
The first transmitted information signal is: ݏଵ ሺݐሻ ൌ
ͲǤͷ ݊݅ݏሺͲߨݐሻǤ The discrete time chaotic system used is
the modified Henon given by:
ݔሺ݊  ͳሻ
െͳ
Ͳ Ͳ െܾ
ൌ ͳ Ͳ Ͳ ൩ ݔሺ݊ሻ   Ͳ ൩ ݔଶଶ ሺ݊ሻ
Ͳ
Ͳ ͳ Ͳ
ܽ
Ͳ
൩

ߙଵ ݖଵ ሺ݊ሻ  ߙଶ ݖଶ ሺ݊ሻ  ߙଷ ݖଷ ሺ݊ሻ  ߙସ ݖସ ሺ݊ሻ  ߙହ ݖହ ሺ݊ሻ
െͳ
  Ͳ ൩ ݏଶ ሺ݊ሻ
Ͳ
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With ܽ ൌ ͳǤǡ ܾ ൌ ͲǤͳǤ
The coefficients of continuous states are chosen as: ߙଵ ൌ
ߙଶ ൌ ߙଷ ൌ ߙସ ൌ ߙହ ൌ ͲǤͲͲͲͳǤ
The second transmitted information signal is: ݏଶ ሺݐሻ ൌ
ͲǤͷ ݊݅ݏሺͲߨݐሻǤ
Matrices P, Q, N and L of the continuous unknown input
observer are:
ͳ Ͳ ͲͲͲ
Ͳ
ېͲͲͲ ͳ Ͳۍ
ې Ͳ͵ ۍ
ۑͲͲ ͳ Ͳ Ͳێ
ۑ Ͳ ێ
ܲ ൌ  ܮ ۑͲͳ Ͳ Ͳ Ͳێൌ ۑ Ͳ ێ
ۑͳͲ Ͳ Ͳ Ͳێ
ۑ Ͳ ێ
Ͳۏെͳ Ͳ ͲͲے
ۏെ͵Ͳے
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ݖƸଶ ݖƸଷ ݖƸସ ݖƸହ
Ͳ
ۍ
ې
െݖƸଵ ݖƸଷ ݖƸସ ݖƸହ
ېͲۍ
ێ
ۑ
ۑͲێ
ͲǤͳݖƸଵଶ ۑ
݃ ൌ ێ
ܳ ൌ ۑͲێ
ݖ ێƸଵ ݖƸଶ ݖƸଷ ݖƸହ ۑ
ۑͲێ
ݖ ێƸଵ ݖƸଶ ݖƸଷ ݖƸସ ۑ
ےͳۏ
ݖ ۏƸଵ ݖƸଷ ݖƸସ ݖƸହ ے

  Ǣ
 Ǥ̴ ̴ͳͳͶǤǢ
 Ǥ̴ǤǢ
  
Ǣ
 ̴  
ǣǣαͳǤǢ
ǣǣαͲǤͳǢ
ǣǣαͲǤͳǢ
ͳǣǣα͵ǤͲǢ
ʹǣǣαͳͶǤͷǢ
͵ǣǣαͳͲǤͷǢ
ͶǣǣαͳͷǤͲǢ
ͷǣǣαͻǤͷǢ
 ͳǡ ʹǡ ͵ǡ Ͷǡ ͷǣǣαͲǤͲͲͲͳǢ
 ͳǡʹǡ͵ǡͳǡʹǡ͵ǡ
ǡʹǡͳǡʹǡͳǡʹǡʹǡ ͳǡ ͳͲǣǣαͲǤͲǢ
  ǡͳͲǣ ǣα̵ͳ̵Ǣ
 ͳǡʹǡ͵ǡͶǡͷǡǡǡͺǡͻǣ ǣα̵Ͳ̵Ǣ
 ͳǡʹǡ͵ǡͶǡͷǡͳǡʹǡ͵ǡͶǡͷǡ
ͳǡʹǡ͵ǡͶǡͷǡǡͳǡʹǡ͵ǡͶǡͷǡͳǡʹǡ͵ǡ
ͶǡͷǡͳǡͳǡͳǡͳǡʹǡʹǣǢ

 
ͳαεͲǤͳǡʹαεͲǤͳǡ͵αεͲǤͳǡͳαεͲǤͳͷǡʹαεͲǤʹǡ
͵αεͲǤͳǡʹαεͲǤͳǡͳαε͵ǤͲǡʹαεʹǤͲǡ͵αεʹǤͲǡ
ͶαεͷǤͲǡͷαεͶǤͲǡͳαε͵ǤͲǡʹαεʹǤͲǡ͵αεʹǤͲǡ
ͶαεʹǤͲǡͷαεͷǤͲǡαεͶǤͲǢ
ͳααͲǤͷȗȋͲǤͲȗ̴ȗȌǢ
ͳααȋͳȗʹΪʹȗ͵ȗͶȗͷǦͳ̵ȌȀͳǢ
ʹααȋǦʹȗͳΪͳȗ͵ȗͶȗͷΪʹ̵Ǧ͵ͲǤͲȗͳȌȀʹǢ
͵ααͲǤͳȗͳȗͳǦ͵̵Ǣ
Ͷααȋͳȗʹȗ͵ȗͷǦͶ̵ȌȀ͵Ǣ
ͷααȋͳȗʹȗ͵ȗͶǦͷȗͳΪͶȗͶǦͷ̵ȌȀͶǢ
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ݕଶ ሺ݊ሻ ൌ ሾͲ Ͳ ͲǤͳሿݔሺ݊ሻ  ݔଶଶ ሺ݊ሻ  ݏଶ ሺ݊ሻ
ൌ ߦሺ݊ሻ  ݏଶ ሺ݊ሻ
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Fig.2. VHDL-AMS code
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ܰ
െ͵ െ͵ͷǤͺͶ Ͳ
Ͳ
Ͳ െʹǤͺͶ
ͳ ۍͶǤͷͲ െǤͻʹ Ͳ
Ͳ
Ͳ
െͷͳǤͶʹ ې
ێ
ۑ
Ͳ
Ͳ െͳǤͲͲ Ͳ
Ͳ
Ͳ
ൌێ
Ǥ
Ͳ െͳͲǤͷͲ Ͳ  Ǥ ۑ
Ͳ
 ێെͻǤͷ ͷͶǤͳͻ Ͳ ͳͷǤͲͲ െͳͷǤͲͲ ͷͶǤͳͻ ۑ
ۏെͳͶǤͷͲͲͲ ͵ͳǤͺͲ Ͳ
Ͳ
Ͳ
ͳǤ͵Ͳ ے
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Initials
conditions
are
given
as:
൫ݖƸଵ ሺͲሻǡ ݖƸଶ ሺͲሻǡ ݖƸଷ ሺͲሻǡ ݖƸସ ሺͲሻǡ ݖƸହ ሺͲሻ൯ ൌ ሺ͵ǡ ʹǡ ʹǡ ͷǡ Ͷሻ.
Initials conditions of the discrete full-order state observer
are given as: ൫ݔොଵ ሺͲሻǡ ݔොଶ ሺͲሻǡ ݔොଷ ሺͲሻ൯ ൌ ሺͲǤͳͷǡͲǤʹǡͲǤͳሻ.

Fig3: Time response of ݖଵ and ݖƸଵ

Fig4: Time response of ݖଶ and ݖƸଶ

Fig5: Time response of ݖଷ and ݖƸଷ
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Figure (2) present the VHDL-AMS code for this system.
Figures (3)-(7) give the continuous states and their
corresponding estimations, figures (9)-(11) give the discrete
states and their estimations. We can note that all the states
are perfectly estimated by the continuous and the discrete
observer. Figures (8) and (12) show that the transmitted
signals can be reconstituted successfully.

Fig6: Time response of ସ and ොସ

CONCLUSION
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IV.

This paper explores the circuit simulation of a new
transmission scheme for chaos synchronization via hybrid
dynamical system using VHDL-AMS. Several sufficient
conditions for driving the synchronization error to zero and
recovering the transmitted signals have been proposed. A
typical illustrative example accompanied by their VHDLAMS implementation and simulation results has shown
satisfactory control performance.

Fig7: Time response of ହ and ොହ
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