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Abstract This paper presents an efficient realization of an
effective technique for the secure communication. This
technique is based on the use of the SD hyper-chaotic
system as transmitter, and the nonlinear state observer as
the receiver. To obtain the estimates of both the system states
and the transmitted signal, the Lyapunov stability theory
and sufficient synthesis conditions are given in terms of
linear matrix inequalities (LMIs). An analog -circuit
simulation with Multisim software and Ultiboard software
are provided to show the effectiveness of the proposed
circuit.
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I INTRODUCTION

Since the pioneering work of Pecora and Carroll [1] in
the field of chaos synchronization, it has aroused
considerable interests in this research topic over the past

biology [3]. economics [4] and chemicals [5].

The idea for transmitting information via otic
communication systems is that, the information@ is
included in the transmitter system which ces a
chaotic signal, and the information signg j v@«'ered by
the receiver. Many synchronization s% had been
developed such as impulsive contro[N6]. sive control
[7]. backstepping control [8] and oth

cuit for the secure

ing 5D hyperchaotic
erver presented in [11] is
proposed. The pr bl ssed is the design of a
synchronization SCX ch that the response system can
synchronize the Q\g system globally. An effective

algebraic mat: uality approach is developed to solve

In this paper, the design
communication transmissio
system and nonlinear sta

the hyper synchronization problem. An analog
CIrCUjfmgl ed with Multisim software and Ultiboard
soft§ e provided to show the effectiveness of the
propo

II. THE DESIGN OF THE SECURE
COMMUNICATION SYSTEM

The block diagram of the proposed secure communication
system is shown in the Fig. 1.
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Fig. 1. Block diagram of a communicau’%&

A. The Design of the Tran.

Consider the hyperchao
[10]:

ircuit

Smitter system described by

x @:f(x.s.,v) a

Ds

and s € R™ denote the state, output and
ignal respectively

w

X2X3X4X5
—X1X3X4X5
0.1x
X1X2X3Xg
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=[010 00].and f(x,y) =

An analog implementation of the transmitter using the
Multisim is shown in Fig. 2, where an operational
amplifier LMC6482 and some passive components are
used. The transmitted signal m(7) is a sinusoidal signal
with the frequency f= 30Hz.

As can be seen in Figure 2. the system being simulated in
the Multisim generates a hyperchaotic signals. which
hides very well the transmitted message s (t) through the
second state of the tranmitter system.

B. The Design of the Receiver Circuit

We introduce the following notations for more simplicity
of the presentation:
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The hyperchaotic receiver system proposed is in the form
[10]:

Z=Nz+Ly+g(z,y)

3
Q=z+0Qy )

Where @ denotes the state estimation vector of ¢. Q is a
real matrix that verified PE + QH = I,4,, with P is a real
matrix. Matrices N, L and the nonlinear vector field
g(z,y) should be determined such that @ converges
asymptotically to ¢.

Consider the error vector

e=9—¢@ 4
Substituting (3) and (1) into (4) we obtain:
e=z—PEg (5)

=
s
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Fig. 2. Transmitter circuit realization. (a) transmitter circuit, (b) x; — x5
plane projection, ( ¢) x; — x4 plane projection (d) general view of the
circuit.
Then, the error dynamics is
é=2—PE¢ (6)
From (1)-(3) and by making use of (6). we obtain
é=Ne+ (N+FH—PM)g+g(z,y) —Pf(p,y) (7)
With: F =L - NQ
If we take:
{ N=PM—-FH
9(z,y) = Pf(@,y) = Pf(z+Qy,y)
The error dynamics then becomes

é=Ne+Pf(®,y) - Pf(o,y) ©)

In order to recover the message z and s, the theorem in [9]
must be verified.
Using the LMI toolbox of Matlab 7.8, we get:

®)
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The simulation results are shown in Figures 3-8. As can
be seen, the proposed observer recovers not only the five
states of the system, but also, the transmitted message.
Figure 9 shows the receiver circuit simulated with

Ultiborad circuit.
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Fig. 3. x; and X, sim o X€1ts with the Multisim software
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Fig. 4. x,and %, simulation results with the Multisim software
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F i@ and X, simulation results with the Multisim software
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Fig.8. § simulation result with the Multisim software
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Fig. 9. Receiver circui

t@
Q\ CONCLUSION
r,¥ the

In this synchronization of the 5D
hyperchaqa tem via the nonlinear observer and the
appligs o& secure communication are addressed. The

cuit simulated with the Multisim software and
poard software provided has shown the
effectiveness of the proposed circuit.
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