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Abstract: This dissertation is a study on the comparison of different Encryption Schemes for Securing
SCADA Component Communication. SCADA Communication is a core component of a SCADA Monitoring
System. SCADA (Supervisory Control and Data Acquisition) communication can take place in a number of
ways. Early SCADA communication took place over radio, modem, or dedicated serial lines. Today, it is
much more common for SCADA communications to travel over LAN or WLAN. The process of
communication over a SCADA system involves several different SCADA system components. These include
the sensors and control relays, Remote Terminal Units (RTUs), SCADA masteg u i
communication network. Each of these parts is necessary for effective SCADA co ;
can effectively monitor alarms and status updates within the network only h& of these system
o)

components function properly. For more complete monitoring of SCADA com x&ions, operators must
deploy advanced RTUs. The RTU is where most SCADA communication % red within the system.
Values from inputs and outputs, referred to as SCADA points, are sent fi vidual sensors to the RTU.
The RTU is responsible for forwarding these SCADA communicafions t&h\he master station, or Human-
Machine Interface (HMI). Common misconception regarding JSADQ seeurity was SCADA networks were
isolated from all other networks and so attackers could not acgegth¥5system. As the industry grows, the
demand for more connectivity also increased. From a small r;n work, SCADA systems are sometimes

connected to other networks like the internet. The open s rds also make it very easy for attackers to
gain in-depth knowledge about the working of these etworks. The use of COTS hardware and
software to develop devices for operating in the SCADAgdetwork also contribute to its lack of security.

Devices that are designed to operate in safety&i @vironments are usually designed to failsafe, but
security vulnerabilities could be exploited y. ker to disable the fail-safe mechanisms. This makes
these devices must not only be designedgfor Wgfe®gbut also for security. Because of so many vulnerabilities
encryption Schemes are applied to se t¥¢ communication between the components. This work
compares different Encryption Schemes ring SCADA Component Communication.
Keywords: SCADA Security, Encryptygh, JCADA Component Communication, SCADA Networks

[ ]

1. Introduction

As SCADA (Supervisory Qyntrol and Data Acquisition) communications can contain sensitive data, it is

important to utilize sgc N networks when transmitting data to RTUs (Remote Terminal Units) and
the master station. Jow™er, LAN can be expensive to install at remote sites, and it may not be feasible for
an organizatio mediately incorporate all of their remote sites into the LAN network. SCADA

Communicaticn¥ga core component of a SCADA Monitoring System. SCADA communication can take
place in a number of ways. Early SCADA communication took place over radio, modem, or dedicated serial
lines. They have traditionally used combinations of radio and direct serial or modem connections to meet
the communication requirements. Today, it is much more common for SCADA communications to travel
over LAN or WLAN. The process of communication over a SCADA system involves several different SCADA
system components. These include the sensors and control relays, RTUs, SCADA master units, and the
overall communication network. Each of these parts is necessary for effective SCADA communication. A
system can effectively monitor alarms and status updates within the network only when all of these system
components function properly. For more complete monitoring of SCADA communications, operators must
deploy advanced RTUs. The RTU is where most SCADA communication is gathered within the system.
Values from inputs and outputs, referred to as SCADA points, are sent from individual sensors to the RTU.
The RTU is responsible for forwarding these SCADA communications to the master station, or Human-
Machine Interface (HMI).
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For the past several years several researches have been done on the SCADA security issues. Along with the
works in the research community, the international standard bodies also have worked to derive the
standard documents for the SCADA security. The purpose of this study is not only to define the challenges
for a known isolated SCADA system, but also to organize the results that these isolated cases is now
vulnerable to cyber attack threats. Several solutions such as Application of Asymmetric-key Encryption to
SCADA Security, Symmetric-Key Encryption for Wireless Internet SCADA, Communication Security for
SCADA using a Cross Crypto Scheme was discussed to answer the challenges and SCADA communication
security issues that are raised. The current results on these challenges will be summarized from the efforts
of the international organization as well as research communities.

1.2 Statement of the Problem

As more components of control systems become interconnected with the outside world using IP-based

standards, the probability and impact of a cyber attack heighten. The complexity odern SCADA
systems leaves many vulnerabilities as well as vectors for attack. Attacks can ® onY many places,
including indirectly through the corporate network, virtual private networks (VPN), ss networks, and

e Backdoors and holes in network perimeter;
e Vulnerabilities in common protocols;
e Database attacks;

dial-up modems. Possible attack vectors on an SCADA system include: Q : °

e Communications hijacking and ‘man-in-the-middle’ atta ®
All this listed attacks are threat to SCADA’s Confidentiality, Au ¥cation, Integrity and Non-repudiation
aspects.

13 Vulnerabilitgéfn SCADA

Control Systems such as SCADA can be desc% S)’stem that is controlling and monitoring a process
or processes. Examples of SCADA controlldp¥&ge are the opening and closing of water valves, control
of power relays, and switching of train/gcR ADA is composed of four basic components: the HMI
(Human Machine Interface), Master Sta v@ ehsors, and a communication network. SCADA systems are
what were responsible for controlling gpove-mentioned facilities, and in each case these were either
failed or compromised. %

Traditionally, a lot of thes nt®] systems operated in isolated environments with proprietary
technologies. Most of them in its own private network. Consequently, they faced little to no cyber-
security risk from exterr§l at®ckers. However, today's modernization and the adoption of available
commercial technologi ave resulted in these systems becoming increasingly connected and

stems nowadays utilize the public networks such as the internet. In fact, almost
every major oper system is being used across the range of vendor products. Normally, machines with
operating syst uch as Windows XP, Windows and Linux in this space are installed on rugged machines
that can handle industrial conditions and utilize redundancy in the design of the hardware. It is known
that the said operating systems are not mainly designed for this purpose [1].

interdependent. SC

Common misconception regarding SCADA security was SCADA networks were isolated from all other
networks and so attackers could not access the system [2]. As the industry grows, the demand for more
connectivity also increased. From a small range network, SCADA systems are sometimes connected to other
networks like the internet. The open standards also make it very easy for attackers to gain in-depth
knowledge about the working of these SCADA networks. The use of COTS (Commercial Off-the-Shelf)
hardware and software to develop devices for operating in the SCADA network also contribute to its lack of
security. Devices that are designed to operate in safety-critical environments are usually designed to
failsafe, but security vulnerabilities could be exploited by an attacker to disable the fail-safe mechanisms.
This makes these devices must not only be designed for safety but also for security [3].
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Supervisory Control and Data Acquisition Systems and its communication protocols designed decades ago,
that time security was not the primary concern because of the closed nature of the communications
networks and the general model of trusting the data on them since it was installed in a private network.
Outsiders will find it difficult to attack the system because of its close nature. As technology modernized,
they have become interconnected and have started running more modern services such as Web interfaces
and have implemented remote configuration protocols [1]. Because of this upgrades, security has become a
bigger issue.

The transition from proprietary technologies to more standardized and open solutions together with the
increased number of connections between SCADA systems and office networks and the Internet has made
them more vulnerable to attacks. Consequently, the security of SCADA-based systems has come into
question as they are increasingly seen as extremely vulnerable to cyberwarfare/cyberterrorism attacks

[4][5](=3](35].
SCADA is vulnerable because of the following:

°
e Insufficient concern about security and authentication in the design, deplo@i operation of

existing SCADA networks

e The notion that SCADA systems have the benefit of security thro %curlty with the use of
specialized protocols and proprietary interfaces;

e The notion that SCADA networks are secure because they arediscdRgected from the Internet;

e The notion that SCADA networks are secure because they ar%l y secured.

There are two distinguishable threats to a modern SCAD The first one is the threat of
unauthorized access to the control software, whether it is huga ss or changes induced intentionally or

accidentally by virus infections and other software threats ng on the control host machine. Another
one is the threat of packet access to the network segme thg SCADA devices.

Pzatlon
In this thesis, approaches to secure the 1on between remote components of SCADA over the
internet are discussed. The following s tlo r0V1de information about the Common Threats and
Vulnerabilities of Critical Infrastructur erabilities in SCADA and Critical Infrastructure Systems,
Related Literature such as the back nd information about Control Systems, SCADA Systems and

Web SCADA. Assessment of the V bilities of SCADA, Control Systems and Critical Infrastructure
Systems as well as The Categoriz&iongof SCADA Communication Protocols is also discussed.

In Section 3, solutions to
Encryption to SCADA Se¢
Security for SCADA

ed issues are discussed. Solutions such as Application of Asymmetric-key
ity, symmetric-Key Encryption for Wireless Internet SCADA, Communication
ross Crypto Scheme.

In Section 4, disqgss\on about the application and implementation of the encryption Schemes to current
SCADA Syste e Future of SCADA is explained.

Section 5 contains the conclusion and the summary as well as possible future works related to this subject.

2. Related Literature

2.1 Control Systems

A control system is a device or set of devices to manage, command, direct or regulate the behavior of other
devices or systems. There are two common classes of control systems, with many variations and
combinations: logic or sequential controls, and feedback or linear controls. Some devices or systems are
inherently not controllable. An automatic sequential control system may trigger a series of mechanical
actuators in the correct sequence to perform a task. For example various electric and pneumatic
transducers may fold and glue a cardboard box, fill it with product and then seal it in an automatic
packaging machine. In the case of linear feedback systems, a control loop, including sensors, control
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algorithms and actuators, is arranged in such a fashion as to try to regulate a variable at a set point or
reference value. An example of this may increase the fuel supply to a furnace when a measured temperature
drops. PID (Proportional Integral Derivative) controllers are common and effective in cases such as this.
Control systems that include some sensing of the results they are trying to achieve are making use of
feedback and so can, to some extent, adapt to varying circumstances. Open-loop control systems do not
make use of feedback, and run only in pre-arranged ways [6][7].

2.2 SCADA Systems

Supervisory Control and Data Acquisition (SCADA) existed long time ago when control systems were
introduced. SCADA systems that time use data acquisition by using strip chart recorders, panels of meters,
and lights. Not similar to modern SCADA systems, there is an operator which manually operates various
control knobs exercised supervisory control. These devices are still used to do supervisory control and data
acquisition on power generating facilities, plants and factories [3][8]. Telemetry is aut ic transmission
and measurement of data from remote sources by wire or radio or other means® [t 1s¥ used to send
commands, programs and receives monitoring information from these remote locNg#is. SCADA is the
combination of telemetry and data acquisition. Supervisory Control and #dquisition system is
compose of collecting of the information, transferring it to the central si ing out any necessary
analysis and control and then displaying that information on the opera @ens. The required control
actions are then passed back to the process [9][10].

The measurement and control system of SCADA has one masteAgerMgnal@nit (MTU) which could be called
the brain of the system and one or more remote terminal units ( e RTUs gather the data locally and
send them to the MTU which then issues suitable commands executed on site. A system of either
standard or customized software is used to collate, interpre manage the data. Supervisory Control and
Data Acquisition (SCADA) is conventionally set upped @ ate network not connected to the internet.
This is done for the purpose of isolating the confidential§gdformation as well as the control to the system

itself [8]. o °

Because of the distance, processing of N the emerging technologies, SCADA can now be
connected to the internet. This can bri |oNgf &dvantages and disadvantages which will be discussed in

the sections. Conventionally, relay logi sed to control production and plant systems. With the

discovery of the CPU (Central Proce it) and other electronic devices, manufacturers incorporated
digital electronics into relay logic e ent. Programmable logic controllers or PLC's are still the most
widely used control systems in im{{ustgy. As need to monitor and control more devices in the plant grew, the
PLCs were distributed and the ems became more intelligent and smaller in size. PLCs (Programmable
logic controllers) and DC$ jbuted control systems) are used as shown in the next Figure.
Master Station
i, T S e T S e
: Application

3§ B

IEDs bre srararariarais sradsidianans |

Figure 1. Conventional SCADA Architecture
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Data acquisition begins at the RTU, IED (Intelligent Electronic Device) or PLC level and includes meter
readings and equipment status reports that are communicated to SCADA as required. Data is then
compiled and formatted in such a way that a control room operator using the HMI can make supervisory
decisions to adjust or override normal RTU (PLC) controls. Data may also be fed to a Historian, often built
on a commodity Database Management System, to allow trending and other analytical auditing [8].

2.2.2 SCADA Hardware

A SCADA system consists of a number of remote terminal units (RTUs) collecting field data and sending
that data back to a master station, via a communication system [4]. The master station displays the
acquired data and allows the operator to perform remote control tasks. The accurate and timely data allows
for optimization of the plant operation and process. Other benefits include more efficient, reliable and most
importantly, safer operations. These results in a lower cost of operation compared to earlier non-automated
systems [8].

Supervisory Control and Data Acquisition Systems usually have Distributed Cont® tell components.
PLCs or RTUs are also commonly used; they are capable of autonomously executing e logic processes
without a master computer controlling it. A functional block programmi ngiage, IEC 61131-3, is
frequently used to create programs which run on these PLCs and RTU, allows SCADA system
engineers to perform both the design and implementation of a program eyecuted on an RTU or PLC.
From 1998, major PLC manufacturers have offered integrated HMI/SCAQA systems, many use open and
non-proprietary communications protocols. Many third-part /S A packages, offering built-in
compatibility with most major PLCs, have also entered theYpamNgt, allowing mechanical engineers,
electrical engineers and technicians to configure HMIs themsel @ guich other hardware are also basing its
functionality to those of PLC’s [11].

The communications system provides the pathway for % ication between the master station and the
remote sites. This communication system can be wire, r optic, radio, telephone line, microwave and
possibly even satellite. Specific protocols an d®tection philosophies are used for efficient and
optimum transfer of data. The master stag 0 -masters) gather data from the various RTUs and
generally provide an operator interface r%of information and control of the remote sites. In large
telemetry systems, sub-master sites gat ation from remote sites and act as a relay back to the
control master station [8].

@2.3 SCADA Software

qu1.sition software can be divided into proprietary type or open type.
ed and designed for the specific hardware and are usually sold together.
se systems is the overwhelming reliance on the supplier of the system. Open
software systems ar ed to communicate and control different types of hardware. It is popular
because of the intefoper#bility they bring to the system [9]. WonderWare and Citect are just two of the
open software s available in the market for SCADA systems. Some packages are now including asset
management in ted within the SCADA system [8].

Supervisory Control and Dat
Proprietary software are d
The main problem with_t

2.2.4 SCADA Human Machine Interface

In SCADA and in the industrial design field of human-machine interaction, the user interface is (a place)
where interaction between humans and machines occurs. The goal of interaction between a human and a
machine at the user interface is effective operation and control of the machine, and feedback from the
machine which aids the operator in making operational decisions. Examples of this broad concept of user
interfaces include the interactive aspects of computer operating systems, hand tools, heavy machinery
operator controls and process controls [8].

The goal of human-machine interaction engineering is to produce a user interface which makes it easy,
efficient, and enjoyable to operate a machine in the way which produces the desired result. This generally
means that the operator needs to provide minimal input to achieve the desired output, and also that the
machine minimizes undesired outputs to the human. [8] Ever since the increased use of personal
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computers and the relative decline in societal awareness of heavy machinery, the term user interface has
taken on overtones of the (graphical) user interface, while industrial control panel and machinery control
design discussions more commonly refer to human-machine interfaces [3].

2.2.5 SCADA Communication

SCADA systems have traditionally used combinations of radio and direct serial or modem connections to
meet communication requirements, although Ethernet and IP over SONET / SDH is also frequently used at
large sites such as railways and power stations. The remote management or monitoring function of a
SCADA system is often referred to as telemetry. This has also come under threat with some customers
wanting SCADA data to travel over their pre-established corporate networks or to share the network with
other applications [8].

The legacy of the early low-bandwidth protocols remains, though. SCADA protocols are designed to be very
compact and many are designed to send information to the master station only whe master station
polls the RTU. Typical legacy SCADA protocols include Modbus RTU, RP-570, I and Conitel [4].
These communication protocols are all SCADA-vendor specific but are widely adopt d used. Standard
protocols are IEC 60870-5-101 or 104, IEC 61850 and DNP3. These co nigdtion protocols are
standardized and recognized by all major SCADA vendors. Many of these pr ow contain extensions
to operate over TCP/IP. It is good security engineering practice to avoid egjing SCADA systems to the
Internet so the attack surface is reduced [8].

Recently, OLE for Process Control (OPC) has become a widel
different hardware and software, allowing communication even G
g

be part of an industrial network. Central computer of the %j

acogted®solution for intercommunicating
ePh devices originally not intended to
(uisition system, located in the hydro
0 a preset program, the instrumentation
bus, using Master-Slave architecture and

power plant, provides measurements performance accord
existing at this time and remote communications by,
[EC1107, Modbus RTU, ASCII protocols [12].

[ ]
. . o . .
2.3 The Categorizatiopo A Communication Protocols
Communication is very important in stems. In communication, protocols are needed to be
implemented to avoid miscommunicatio aling and authentication errors, and other problems [13]. In

order for SCADA systems to obtain i onality, it needs a protocol for transmitting data. Some of the
SCADA protocols include Modbus R P-570, Profibus and Conitel [4]. These communication protocols
are all SCADA-vendor specific bdy arewidely adopted and used. Standard protocols are IEC 61850 (in which

T101 branched out), IEC 60 1 or 104, and DNP3. These communication protocols are standardized
and recognized by all mgor WCADA vendors. Many of these protocols is now improved and contain
extensions to operate P/IP [13].

Three of the most ifgport®nt part of a SCADA system are Master Station, Remote Terminal (RTU, PLC, IED)
and the comm n between them. In order to have good communication betweens them, there must
be a communicgn protocol. DNP3 and Tio1 are two of the most common protocols today. These two
open communication protocols that provide for interoperability between systems for telecontrol
applications. DNP is widely used in North America, South America, South Africa, Asia and Australia, while
IEC 60870-5-101 or T1o1 is strongly supported in the Europe [13].

2.3.1 IEC 60870-5 Standards

I[EC 60870-5 is the collection of standards produced by the IEC(International Electrotechnical
Commission). It was created to provide an open standard for the transmission of SCADA telemetry control
and information [13]. It provides a detailed functional description for telecontrol equipment and systems for
controlling geographically widespread processes specifically for SCADA systems. The standard is intended
for application in the electrical industries, and has data objects that are specifically intended for such
applications. It is also applicable to general SCADA applications in any industry. But IEC 60870-5 protocol
is primarily used in the electrical industries of European countries [14].
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2.3.2 DNP3 Protocol

The DNP3 or Distributed Network Protocol is a set of communications protocols used between components
in process automation systems [15]. It is usually used is in utilities such as water and electric companies. It is
also technically possible to use it in other utilities. It was specifically developed to facilitate
communications between various types of data acquisition and control systems. It plays a crucial role in
SCADA systems. It is used by SCADA Master Stations or Control Centers, Remote Terminal Units, and
Intelligent Electronic Devices. It is primarily used for communications between a master station and IEDs
or RTU's. DNP3 supports multiple-slave, peer-to-peer and multiple-master communications. It supports the
operational modes of polled and quiescent operation. The latter is also referred to as reporting by exception

[13](16][17][x8].
2.3.2 Comparison of Tio1 and DNP3 Protocols

IEC 60870-5-101/104 and DNP3 have basically the same functionality. They both provjffeSglutions to first
level of Data Acquisition Interoperability. Many factors are needed when selecting a6 to be used like
the kind of utility where SCADA will be implemented before choosing the proper pN¥6col. The location
should also be considered. Like for example if your system is located in Amer'c it @& better to use DNP3
since it is better to get technical assistance in case something is wrong.

As discussed, DNP3 is popular in America. Since DNP3 and Tioiare ndards SCADA operators
should monitor the development, and make contributions whe proate, to Tio1 and DNP3. They
should also pursue the developers to include security features ro?ocols This could help develop or
improve the protocols in SCADA communication. [13] [13][16][17

Table 1 shows the comparison of both protocols, the DNP3 a%
d DNP3

Table 1. Comparison

Ti01
Organization [ECTC 57 WG 03
Standard dustry Specification IEC Standard
Dominant Market « o orth America Europe
Architecture ¢ 4-Layer architecture 3-layer EPA architecture
Also supports 7 layer
TCP/IP or UDP/IP
Main Coverage Application Layer (Services | Application layer (Services and
and Protocol) Protocol)
Device Addressing Link Contains both source and | Link address could be o, 1, 2
destination  address  both | bytes
always 16 bits
Unbalanced link contains
Application layer does not | slave address
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contain address

32 b point addresses of each

data type per device

Balanced link is point to point
so link address is optional

(may be included for security)

be remotely adjusted

Parameter setting control Change some communication | Few
related  parameters; more
under development

Cyclic transmission Available but interval cannot | Eliminates

imi statpmy data poll
°
message fror@
&°
g{ by event triggered

Igfn |
co! unication request

solutions

Open for other encoding

Yes open for other enc @

solutions like XML

No

2.4 Inte

(q -
SCADA

Conventional SCADA only have 4 compo aster station, plc/rtu, fieldbus and sensors. Internet
SCADA replaces or extends the fieldbu "& rnet. This means that the Master Station can be on a

different network or location.

In Figure 2, you can see the architec
SCADA, it has RTUs/PLCs/IEDs, Th

user-access to SCADA website.
by the SCADA service proyi
component of the internefS
Along with the fieldbys)
master station can
server so that th

[19][34].

Communications
Network

Internet Gateway @

&

€

A 4

0

INTERNET

ADA which is connected through the internet. Like a normal
A Service Provider or the Master Station. This also includes the
is imfor the smaller SCADA operators that can avail the services provided
It can either be a company that uses SCADA exclusively. Another
A is the Customer Application which allows report generation or billing.

internet is an extension. This is setup like a private network so that only the
ccess to the remote assets. The master also has an extension that acts as a web
DA users and customers can access the data through the SCADA provider website

[l

SCADA Service
Provider

]

|PLC|[RTU|||ED|

Remote Assets

I:I User access SCADA
website

Customer applications

Figure 2. Internet SCADA Architecture [20]
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AS the system evolves, SCADA systems are coming in line with standard networking technologies. Ethernet
and TCP/IP based protocols are replacing the older proprietary standards. Although certain characteristics
of frame-based network communication technology (determinism, synchronization, protocol selection,
environment suitability) have restricted the adoption of Ethernet in a few specialized applications, the vast
majority of markets have accepted Ethernet networks for HMI/SCADA.

A few vendors have begun offering application specific SCADA systems hosted on remote platforms over
the Internet. This removes the need to install and commission systems at the end-user's facility and takes
advantage of security features already available in Internet technology, VPNs and SSL. Some concerns
include security [20], Internet connection reliability, and latency.

3. Encryption Schemes

In this Section, solutions to the issues and vulnerabilities in SCADA and Web SCADA are discussed.
Solutions such as Application of Asymmetric-key Encryption to SCADA SecurigfySymmetric-Key
Encryption for Wireless Internet SCADA and the Proposed Communication Sec®i @ADA using a
Cross Crypto Scheme. &

°
31 Asymmetric-key Encryption for SCADA z%y

The internet SCADA facility has brought a lot of advantages in termg{of®®ntrol, data generation and
viewing. With these advantages, comes the security issues regardipg wep” SCADA. In this section, web
SCADA and its connectivity along with the issues regardingAgc!Ngy ®ill be discussed. A web SCADA
security solution using asymmetric-key encryption will be expla'

Asymmetric key encryption uses different keys for (eg@gPtion/encryption. These two keys are
mathematically related and they form a key pair. One kemg kgt private, and is called private-key, and the
other can be made public, called public-key. Hence this 13 (¥ called Public Key Encryption. Public key can

be sent by mail. A private key is typically use%}cmpting the message-digest; in such an application

private-key algorithm is called message-di tion algorithm. A public key is typically used for
iCHONgriVate-key algorithm is called key encryption algorithm

[22][29]. The asymmetric key encryption’d is shown in Figure 3.
ab :Eilc Decryption ab
cd cd
é
plaintex ciphertext T plaintext
Key Key

Figure 3. Asymmetric key encryption uses different keys for decryption and encryption

3.2 Symmetric-Key Encryption for Wireless Internet SCADA

As stated in the previous sections, SCADA was connected only in a limited private network when it was
introduced. With new technology and facilities, there are also demands of connecting SCADA though the
internet. The internet SCADA facility has brought a lot of advantages in terms of control, data viewing and
generation. Aside from connecting SCADA to the internet, there are also operators who want to connect
their system wirelessly. This can save budget for communication lines [24]. Along with the advantages it
brings, are security issues regarding wireless internet SCADA. In this section, we discuss internet SCADA,
its connection through wireless communication and the security issues surrounding it. To answer the
security issues, a symmetric-key encryption for wireless internet SCADA was proposed under the scope of
this work [24].

www.technoforum.co Page 111 of 154 www.asdf.res.in



Proceedings of the Intl. Conf. on Innovative Trends in Electronics Communication and Applications ICIECA2013

Symmetric-key algorithms are a class of algorithms for cryptography that use trivially related, often
identical, cryptographic keys for both decryption and encryption. The encryption key is trivially related to
the decryption key, in that they may be identical or there is a simple transform to go between the two keys.
The keys, in practice, represent a shared secret between two or more parties that can be used to maintain a
private information link [25][29].

Key Key

| |

Cipher Text
Plain Text — | Encryption | ——( Decryption |— & Plain Text

Figure 4. Symmetric Key utilizing same key to encrypt and decrypt the

Figure 4 shows how symmetric key algorithm works. Symmetric-key algorithms Ca. Nided into stream
ciphers and block ciphers. Stream ciphers encrypt the bytes of the message one a :& and block ciphers
take a number of bytes and encrypt them as a single unit. Blocks of 64 bits ha ® commonly used; the
Advanced Encryption Standard algorithm approved by NIST in December 2(@ 28-bit blocks [25].

3.3 Proposed Communication Secufity &SCADA
using Cross Crypto ScMgnI©Cibher

are significantly faster than asymmetric ciphers, but require arties to somehow share a secret (the key).
The asymmetric algorithms allow public key infrastruc key exchange systems, but at the cost of
speed. So, in this study a combination of the best featur both symmetric and asymmetric encryption

techniques is presented in the form of a crosse%fm SCADA system.
°
Wmdefs
7

Symmetric and asymmetric ciphers each have their own advagt % d disadvantages. Symmetric ciphers

metric key

. Receiver's
Sender's | public key

key
en | enc
Asymmetric encryption key block
Eoth keys and data
———————————— -+ blocks are sent to

the receiver
Symmetric Encrypted Data Symmetric Encrypted Data
Block Block
Sender encrypts data using Sender encrypts data using
symmetric algorithm asymmetric algorithm

Figure 5. The crossed-cipher scheme

This crossed-cipher is capable of providing implicit authentication for the sender’s identity. From the two
major types of encryptions, asymmetric encryption provides more functionality than symmetric encryption,
at the expense of speed and hardware cost. On the other hand symmetric encryption provides cost-effective
and efficient methods of securing data without compromising security and should be considered as the
correct and most appropriate security solution for many applications. In some instances, the best possible
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solution may be the complementary use of both symmetric and asymmetric encryption. The algorithm
presented here combines the best features of both the symmetric and asymmetric encryption techniques.
The plain text data is to be transmitted in encrypted using the AES algorithm. Where in it will generate a
random secret key for a symmetric cipher (AES)[26][31], and then encrypt this key via an asymmetric cipher
(ECC) using the recipient's public key. The message itself is then encrypted using the symmetric cipher and
the secret key. Both the encrypted secret key and the encrypted message are then sent to the recipient. This
algorithm is shown in Figure 5.

4. Discussion

In this section, the application and implementation of the proposed solutions will be discussed. Each of
them will be analyzed and the outcome is evaluated.

It contain the implementation of solutions like the Integration of Asymmetric-key Encryption to Internet
SCADA; Symmetric Key Encryption in Wireless SCADA Environment; and the Implemen®jon of the Cross
Crypto Scheme Cipher to Secure communications for SCADA. *

4.1 Integration of Asymmetric-key Encryption to Int%}éADA
S

Authentication will be required to access the data and reports so that@ ers who have enough
permission can access the information. Quality system administratj niques can make all the
difference in security prevention [21]. SCADA web server must alwdys, be s&¥tire since the data in it are very
critical. Web server security software can also be added. ®

SCADA Master % ‘

Message [, |
RA public key

A

RA private key

age || Decrypt

SCADA Remote
Assets (RA)

Figure 6. Asymmetric-key encryption applied to internet SCADA

Communication from the customer or client will start with an http request to the master server. The client
will be authenticated before the request will be completed. The SCADA master will then send back the
requested information to the client. The information will also be encrypted using the same encryption that
is proposed to be used between the SCADA master and the remote assets [21]. This scenario is described in
Figure 6 utilizing the asymmetric-key encryption algorithm. In this cryptography scheme, one of the keys is
designated the public key and may be advertised as widely as the owner wants. The other key is designated
the private key and is never revealed to another party. This method could be also used to prove who sent a
message and can address non-repudiation vulnerability of a system.

To test the usability of this scheme, it was tested using the web base Asymmetric-key Encryption simulator.
Since there are many kinds of Asymmetric-key Encryption, in this simulator, RSA Cipher is used. A
demonstration of this algorithm is shown in Figure 7.
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Demeonstrates the Asymmetric-key Encryption (RSA) script..

Simulation of SCADA command Enecryption

keylength: |2
key: 1101011000001
maodulo: 110070100001

CiGTZesVebdm

cotnmatid:
Encrypt Decrypt
°
Figure 7. Browser based RSA Cipher Simulator
Table 2 shows the results of encrypted commands. The first column shows emmand; the second
column shows the key length; the third column shows the Modulo, the four n shows the key which
is used for encrypting the command, the fifth column shows the encry ; the sixth column shows
the key which is used to decrypt the data and the last column showpthe al command.
Table 2. Asymmetric-key Encryption o c®mmands

Command Keylength Modulo Key 1 Key 2 Decrypted data

command 1 2 bytes 110010100001 10001 q 101011000001 twumon

command 2 2 bytes 110010100001 10001 G 101011000001 turn off

command 3 2 bytes 110010100001 10001 0/0fd_L'i 101011000001 connect

command 4 2 hytes 110010100001 10001 { %5P_406JuC5B4 101011000001 disconnect

command 5 2 bytes 110010100001 10001 La02p5SHZXTHLS 7 101011000001 open valve

command 6 2 hytes 110010100001 ® 0XGvoFO4i7mIP3_M 101011000001 close valve

command 7 2 bytes 110010100001 [ 01 MNG1pMdWdR3nG6g | 101011000001 half open

command 8 2 bytes 110010100001 kRWkd7"nudFndww2 | 101011000001 half dlose

SCADA systems connected through th et can provide access to real-time data display, alarming,
trending, and reporting from remo ent. But it also presents some vulnerabilities and security
issues. In this section, the securit§Qgdlies in internet SCADA were pointed out. The utilization of
asymmetric key encryption is sd§gesged. It can provide security to the data that is transmitted from the
SCADA master and the remgt ets. Once a system is connected to the internet, it is not impossible for

other internet users to hayg¢ a®ss to the system that is why encryption is very important [21][30].

4.2 Sy, tric Key Encryption in Wireless SCADA Environment

Symmetric crypt hy uses the same key for both encryption and decryption. Using symmetric
cryptography, ‘it Wysafe to send encrypted messages without fear of interception. This means only the
SCADA master and the remote assets can communicate with each other because of the said key.

\?ﬂr =i |

=
s r‘7+ i

. ) SCADA Master/Service
Remote Assets encryption decryption Provider

Figure 8. Symmetric cryptography between SCADA Master Station and Remote Components
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Figure 8 describes the algorithm for the symmetric cryptography between the SCADA Master Station and
the remote components. The SCADA Master Station and the remote components shares the same key for
encrypting and decrypting messages. With this form of cryptography, it is obvious that the key must be
known to both the Master Station and the remote components. This cryptography schemes are generally
categorized as being either stream ciphers or block ciphers. Stream ciphers operate on a single bit (byte or
computer word) at a time and implement some form of feedback mechanism so that the key is constantly
changing. A block cipher scheme encrypts one block of data at a time using the same key on each block. In
general, the same plaintext block will always encrypt to the same ciphertext when using the same key in a
block cipher whereas the same plaintext will encrypt to different ciphertext in a stream cipher.

WEP was included as the privacy of the original IEEE 802.11 standard. WEP uses the stream cipher RC4 [27]
for confidentiality, and the CRC-32 checksum for integrity. It can be implemented to wireless SCADA as it is
implemented to other wireless systems. Messages between remote RTU's can be converted to ciphertext by
utilizing this mechanism [24].

The use of symmetric key encryption specifically the RC4 cipher was also is appli: eYg,a wireless Web-
SCADA. It can provide security to the data that is transmitted from the SCADA ma¥€r and the remote
assets and also communication between remote RTU’s. Once a system is conne{tggat®the internet specially
wirelessly, it is not impossible for other internet users to have access to th tegA that is why encryption
should be implemented. Data and report generation is also in demand so @rnet SCADA is designed to
have a web based report generation system through http. And t¢cut &e budget for communication
lines, SCADA operators utilize the wireless based SCADA [24]. °®

Simulation of SCADA command Encryption

Leey: (10001 ; )
i

DawvjlePzcmz

m\@
Q | [Encrypt! || Decrypt |

&igﬁre 9. Browser based RC4 Simulator

theWesults of encrypted commands. The first column shows the command; the
which is used for encryption; the third column shows the encrypted data and

actual command.

The following table show
second column shows
the last column shoy/S

Table 3. Symmetric-key Encryption of SCADA commands

Command Key 1 Encrypted data Decrypted data
command 1 10001 lgMgRYo/ca turn on
command 2 10001 JqMgRYo 7kig tum off
command 3 10001 04 Nb RMk dya connect
command 4 10001 ZG3gMoATce2dCh disconnect
command 5 10001 4ewdRYESnGMgnb open valve
command 6 10001 003b 2MB0 AugaEXa close valve
cornmand 7 10001 "ahbJYu7Celvla hall upen
command & 10001 "ahblYo4as2hnh half close
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4.3 Implementation of the Cross Crypto Scheme

The implementation was done using out in J2SE (Java 2, Standard Edition) v 1.4.0. J2SE has the built-in
classes for AES, and MDs5 Hashing. The code uses these packages and the header files have the following
header.

import java.security.”;
import javax.crypto.*;
import javax.crypto.spec.”;
import java.io.*;

Using Java a method has been developed for elliptic curve generation, base point generation, keys (both
public and private) generation and encryption and decryption. The class of BigInteger in Java has been used
to handle large integers and the method of IsProbablePrime to determine whether ghe Npteger is prime
or not. The software was running on Intel® Corel™i5 CPU @ 3.20 GHz and 2.99GB RA&

I Message I % [ J

NV
| Hashing |  [Encryption

\ 4 A 4
|Encrypti0n ECC technique

Cipher text m

ge digest

- %ﬁe
Cipher text v
Sender Cipher text% ssage

send to receiver

_ eNtext of AES key
Receiver text of the message
iper text message digest

pfion ECC technique Ciphertext
24 of message digest

1

Accept if same Else Reject

Figure 10. Chain of operation

Figure 10 depicts the chain of operation in the proposed cipher scheme. The AES key which is used to
encrypt the data is encrypted using ECC. The cipher text of the message and the cipher text of the key are
then sent to the receiver. To ensure integrity of the data that is transmitted, the data is subjected to MDsg
hash algorithm [19]. The message digest obtained by this process is also encrypted using ECC technique.
Thus the sender sends (1) Cipher text of the message, (2) Ciphertext of the AES key, and (3) Ciphertext of
the message digest. The receiver upon receiving the Cipher text of the message, Ciphertext of the AES key,
and Ciphertext of the message digest, first decrypts the Ciphertext of the AES key to yield the AES key. This
is then used to decrypt the cipher text of the message to yield the plain text. The plaintext is again subjected
to MDs5 hash algorithm. This process yields a message digest. The ciphertext of the message digest is
decrypted using ECC technique to obtain the message digest sent by the sender. This value is compared
with the computed message digest. If both of them are equal, the message is accepted else rejected. Figure
1 shows the simple application developed based on the chain of operation.
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£ in AES
The algorithm consists of four stages thé¥ &a round, which is iterated 10 times for a 128-bit length
key, 12 times for a 192-bit length key and @ for a 256- bit length key.

Stage 1: “Sub Bytes” transformation is@ Minear for each byte of the block.

Stage 2: “Shift Rows” transformatpn cgclically shifts (permutes) the bytes within the block.

Stage 3: “Mix Columns” trango ion groups 4-bytes together forming 4-term polynomials and multiplies
the polynomials with a fixé&] poynomial mod(x"4+1).

Stage 4: “Add Round transformation adds the round key with the block of data.
4.3.2 Steps in Finding Base
Step 1: Take the Ell®tic curve y2 mod p= x3 + ax +b mod p where p is a prime number.
Step 2 : For values from o to p-1, compute LHS and RHS
Step 3 : Locate points P where LHS = RHS
Step 4 : Count the number of points ‘n’. The total number of points is always n + 1 (one point at infinity)
Step 5 : Find the prime factors of (n+1) and choose the largest among them.
Step 6: Find the negative point for every point computed in step 3.

Step 7 : Now perform addition operation of the each of the points obtained in step 3. Addition refers to
finding 2P, 3P, 4P, 5P.... and tabulate them

Step 8 : Repeat step 7 until one gets the point at infinity.
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Step 9 : Identify the largest prime factor from step 5. From the table created in step 7, locate for what points
of P, the value is O (point at infinity)

Step 10: From the list of points, one can choose any point which will be the base point.
4.3.3 Steps in Key Generation

Step 1: Sender and receiver agree on the elliptic curve E and the base point G with order n. The order of n
must be large. Hence E,G and n are known to everyone.

Step 2: Sender chooses a random number ds which is 1 < ds < n-1. He then computes ds * G. For him, ds is
the private key and ds * G is the public key.

Step 3 : Receiver chooses a random number dr which is 1 < dr < n-1. He then computes dr*G. For him, dr is
the private key and dr * G is

4.3.4 Steps in Encryption °

Step 1 : Both sender and receiver agree on the elliptic curve E and the base point G wi der n. Hence E,G
and n are known to everyone. °

Step 2 : Sender then encodes the message M as a point.

Step 3: Sender then generates a random number k. He then computes th&€$glue of kG (again a point).

s s®me with k (result is a point), and
G } to the receiver.

Step 4: Sender takes the public key (drG) of the receiver, multi
adds that with M. The result is again a point. Sender sends { kG,

4.3.5 Steps in De
Receiver gets { kG, M + kdrG } sent by sender @

Step: Extracts kG portion. w °
°
Step 2 : Multiples the same with his privat Obtains kGdr.

Step 3: He then extracts M + kdrG porti&racts the output of Step 2. i.e. M + kdrG - kGdr. which
results in M, the plain text.

64.3.6 Steps in MDs

Input: b-bit message e

Step 1: Appending paddingbi®™adding is performed as follows: a single "1" bit is appended to the message,
and then "o" bits are a ed so that the length in bits of the padded message becomes congruent to 448,
modulo 512. In all, a one bit and at most 512 bits are appended.

Step 2: Append L : A 64-bit representation of b (the length of the message before the padding bits were
added) is app to the result of the previous step. At this point, the resulting message has a length that
is an exact multiple of 512-bits.

Step 3: Initialize the MD Buffer: Four word buffers to compute the Message Digest. Each one is a 32-bit
register.

Step 4: Process Message in 16-word block

Step 5: Output: The message digest produced as output in each of the 4 MD Buffer. Begin with low order
byte of the Buffer and end with the high order byte of the Buffer.

4.3.6 Testing the Scheme

Testing the cipher scheme on a test data of various sizes, Table 4 provides details on the time taken for
encryption; decryption and calculation of MDs5 message digest process. The following table depicts
information on Encryption & Decryption of 128 bit AES key and MD5 message digest using ECC.
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Table 4. AES encryption and decryption and calculation of MD5 message digest

i 128 bit AES | 12E bk AES| MDS meszage
Encryption | Decryption Digest
a5 0.951 sec 0948 sac 0.683 sec
50 1.126 sac 1.221 sac 0.732 sac
100 2.38 sac 2217 sac 1.081 sac
25 7
P
15 - -
| - m25Kb
' Ia ) 50Kb ® Q
0.5 7 l 100Kb \
0 +
’ . P °
lzs.hit AES 128 bit AES o —
Encryption Decryption MDS message @‘
Digest

Figure 12. Graphical analysis of AES MP
Table 4 depicts the total time taken for performing encryptio crPption, MD5 message digest process
calculation. Figure 12 shows the comparison of the time takep.fi orming the 128-bit encryption, 128-bit
decryption and MDs5 message digest using AES algorithm % to different data sizes of 25, 50 and 100

Kb @
Table 5. Encryption & Decryption gf key"and MDs message digest using ECC

Decryption

Decryption

™ MDS Hashing of
Ciphertext

ﬁ W 128 bit AES key

Encryption

28 30 32 34 36 38 Time

Figure 13. Graphical analysis of Encryption & Decryption of AES key and MDs5 message digest using ECC

Table 5 depicts the encryption and decryption of AES key and MDs5 message digest using the Elliptic Curve
Cryptography or ECC. The graphical analysis from these table is shown in Figure 13.

Since the ECC key sizes are so much shorter than comparable RSA keys, the length of the public key and
private key is much shorter in elliptic curve cryptosystems. This results into faster processing times, and
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lower demands on memory and bandwidth. With any cryptographic system dealing with 128 bit key, the
total number of combination is 2128. The time required to check all possible combinations at the rate of 50
billion keys/second is approximately 5 x 1021 years. Computational complexity for breaking the elliptic-
curve cryptosystem for an elliptic curve key size of 150 bits is 3.8 x 1010 MIPS (Million Instructions Per
Second years) [29]. While ECC may be relatively difficult to understand for the layman, it is nevertheless an
important technology that has great potential to prosper in the future. The challenging and somewhat
complicated nature of elliptic curve groups makes it harder to crack the ECC discrete logarithm problem.
With less bits required to give the same security, ECC has fared favorably compared to RSA.

5. Conclusion

5.1 Summary

SCADA Communication is a core component of a SCADA Monitoring &y .SEarly SCADA
communication took place over radio, modem, or dedicated serial lines. The pro% communication
over a SCADA system involves several different SCADA system components. These inclide the sensors and
control relays, Remote Terminal Units (RTUs), SCADA master units, an l-%Verall communication
network. Encryption is also an important part of communication.%{éy such as Application of

SCADA (Supervisory Control and Data Acquisition) communication can take place ifl@;ﬂber of ways.

Asymmetric-key Encryption to SCADA Security, Symmetric-Key Epcrypgon Wireless Internet SCADA

and Communication Security for SCADA using a Cross Crypto Sch are J¥cussed in this thesis.

SRS

Q

Q N

AN >

—.—symme&C-K.gz Asymmetric-Key ==fe=Cross Crypto Scheme

%gure 14. Encryption Speed Comparison

An important thing t nsidered is the Encryption Speed. Compared to Asymmetric Key Encryption,
Symmetric Key En appears to be slower. However, because of many processes, the Cross crypto
Scheme seemed t the slowest as shown in Figure 14.

It's important to MMWte right from the beginning that beyond some ridiculous point, it's not worth sacrificing
speed for security. However, the measurements will still help us make certain decisions.

The security of SCADA systems is important because compromise or destruction of these systems would
impact multiple areas of society far removed from the original compromise. The data that is gathered by the
system is very important. The system reacts to the data it gets. Imagine what will happen if the data is not
accurate. It can damage the society. To improve the security is SCADA communication, this work analysis
and compare Encryption Schemes which are used in SCADA communication.

Devising a crossed-cipher scheme as presented in this study is one way to retrofit on to the system and be
able to address the Confidentiality, Integrity, and Non-repudiation issues in SCADA.

The design and implementation of the crossed-cipher scheme was done in Java combining the best of both
symmetric (AES) and asymmetric (ECC) cryptograophy and to ensure integrity of the data, the MDs hash
algorithm was adopted. A test for teh scheme for various sizes of files was done. By combining AES, the
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algorithm which can use a variable block length and allowed any combination of key lengths of 128, 192 or
256 bits and blocks of length 128, 192 or 256 bits proven to be effected against attacks. The design and
strength of all key lengths of the AES algorithm (i.e., 128, 192 and 256) are sufficient to protect classified
information up to the SECRET level. TOP SECRET information will require use of either the 192 or 256 key
lengths. This symmetric cryptography AES was used along with ECC asymmetric cryptography. ECC are
mathematical objects that have been subject to many scrutiny by top mathematicians over the past 150
years. They have many important, elegant, and delightful properties and many research papers have been
written solely exploring the various characteristics of these objects.

An important feature of these curves is that their points can be interpreted as part of a mathematical group
and the challenging and somewhat complicated nature of elliptic curve groups makes it harder to crack the
ECC discrete logarithm problem. With less bits required by ECC to give the same security compared to
other existing asymmetric cryptography, ECC is indeed a reliable cryptographic scheme that will be

important in the near future.
° Q
5.2 Future Work

The Internet based SCADA system designed provides a flexible and scalable %lﬁn to the problem of
transferring data from an industrial control system using open Internet prj It has the ability to be
modified quite easily to solve some of the more difficult issues that still esolutlon These are issues
such as security and Quality of Service of the real-time data.

One important area that requires further work is the area of séit s is a major concern for industry
and business in general. An Internet based SCADA system wi ire a relatively impenetrable security
system before it is widely accepted. The implementation of @ UMy of Service system to improve the flow
of real-time traffic across a network that is shared with Medl-time traffic is also an area that should be
researched further. Some systems were brieﬂy exami th1s project but their implementation was
beyond the scope of the project. These syst ill intprove the functionality of Web-based SCADA

immensely and help increase its performance o

Technology matures rapidly that SCAD, s re becoming increasingly ubiquitous. Some operators
extend the HMI to mobile phones whic e SCADA systems leads to. Securing this mobile SCADA
environment is an interesting riddle to a n the future.
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