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I. INTRODUCTION

oday the use ofcloud computing applicationsi s

mushrooming at an ever increasing rate. But what exactly

is cloud c omputing? “Cloud computing is a technology
that allowst he users toaccesss oftware applications,
hardware, storage, com puting processes directly from the
web.” [1] This is no doubt being helped by the prevalence of
mobile devices suc h as smart phones a nd tablets with fast
internet access using 3G and 4G ¢ ommunications links in the
form of m obile cloud com puting [2]. T hese devices havg
direct, fast and cheap links to  the internet which m ak
easier to upload and download programs and applicatio
the internet and on online network storage servicgs.
mobile link provides a superior and faster link t \
cloud than usinga fixed broadband acegss.
describes the various major applications o
along with its pertinent characteristics.

paper
com puting

II. CLouD COMPUTIN TIONS

Cloud computing applicationg”gcW#timately linked with
mobility of the user, this magd @' € international travel. The
user wants a seamles 'ntn of services using m ultiple
devices often from M locations. The user wa nts
convenience and tg tlfe minimum amount of hardware.
Loss of hardwarg s ¢ devices may also be an issue. Thus
applications 1 ters for these nee ds have a special
appeal. Se lications, disaster relief, crowd computing
involyjag Q networking [2] are pri me candidates for
mobile cloud computing applications.

® and Google provide cloud applications, such as
Apple’s TCloud and Google’s mobile email service.

The adoption of cloud computing has not been as fast as
mobile telephony. Khan et al., [3] mentions that by 2014 there

is expectedt o be about 1 billion m obi services

subscribers, this, howe ver, only re presqlits of mobile
subscribers. The main reason for this offfion has been
due to security concerns. Fig. 1 delo trates how security

concerns can be addressed ovigea very secure cloud
computing platform.
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Fig. 1. Security Services on Different Layers of Cloud Computing [2].
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Many cloud applications also request and send location data.
This sensitive inform ation of the user also needs to be

“cloaked” or hidden. This can be implemented asan “in-
device” service [3]. Even though end-to-end security may be
available when utilizing cl oud computing, the issue of who is
responsible for “personal data” is a very important issue. This

is discussed in length by Hon et al. [4].
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[4] concludes that an end-to-end accountability approach has
to be taken. Where data is not processed then an intermediary
role of neither data controller nor processor should also be
adopted, like the action of a host.

Cloud computing is particularly suited for distance e-learning.
A comparison between the client-server model and the cl oud
computing model is shown in Table 1 [1] with regard to this.

Cloud computing can be offered as “Saa S (Software as a
Service) such as data stora ge, computing power a nd PaaS
(Platform as a Service ) such as web development platform.”

[1].

Table 2 [5] summarizes the essential requirements of security,
privacy, availability, auditing, flexibility, archiving, quality of
service and scalability. Table 2 was composed from studying
case studiesin the dom ains of Government Applications,
Large Scale Computations (Business Intelligence Systems),
Financial Services, Healthcare Applicat ions and Online
Entertainments.

Table 2. Requirements Summary [5].

Governmental Large-Scale Financial Healthcare Online
Applications Computations Services Applications Entertainment
Archiving High Low/Medium High High Medium
Audit High Low High High Low
Availability Medium/High Medium High High High
Flexibility Medium Low High Medium Low
Privacy High Low High High Low
Security High Low High High Medium
QoS Medium Medium Medium Medium High
Scalability Medium High Medium Medium High

Digital Library Applications are discussed in depth in [6]. [7
discusses using cloud c omputing to im plement a distrib
geographical information system platform.

Table 3 [8] summarizes the main policy and apﬂig{i@

cloud computing in large-scale organizations.

Table 3. Main Policy and Applications o f Cloud Co
Organizations [8].

g in Carge-scale

services advocating NO Software.

HP, Intel, | The plan of Open source software;

Yahoo Cloud integrate
computing the Internet; eliminate data
trial platform intensive research

computing and business
computing in a v ariety of
obstacles, promote open
collaboration.

SAP ERP software End-user applications
based on cloud delivered  as service,
computing instead of O mise

implemengati
Major Qihoo, “Cloud Saftey” Cloud
Domestic Kingsoft, networ]
Enterprises etc. cloy,
1
0Ny clotd node users is,
more safety will be.
Alibaba Ali-soft -commerce business
®| based SaaS and PaaS
B model.
21vianet strN\yted Include complete internet
urces host computer CloudEx
oudEx Computing Service. Cloud
security  services, data
backup for Individuals and
enterprises to the Internet
State policy y “Pilot Program of Cloud-Computing Service
about cloud

ation” demonstrated Beijing’s vision and determination
f pushing forward Cloud-Computing in China, in which

and M eijing, Shanghai, Shenzhen, Hangzhou and Wuxi have been
coll i chosen as the first wave pilot cities in the program.

IgSe IBM inNorth Carolina and Toky o's cloud co mputing
ins datacenters;

IBM Innovation Center in Beijing, China, the establishment
of IBM Greater China Cloud Computing Center;

Electronics Research Institute and Guangdong Dongguan
Songshan Lake S cience and Technology Industrial Park in
cooperation to invest in cloud computing platform;

Ali Baba and Nanjing Municipal Government: E-commerce
cloud computing center.

Enterprises | Cloud Offerings ervice
Major Google Goole App ry and deployment
Foreign Engine orm (App Engine)
Enterprises Platform for nd  productivity  tools
web ap (Google Apps).
Low-cost hardware,
scalable software
infrastructure,
innovative  applications.
Easy to build, m aintain
and scale.
Mic Online Via internet to build cloud
Services computing platform.
Windows/Office | Connect the billions of
Live. desktop and ex plore to a
Windows strong cloud network.
Azure Software ~ +  Services
Platform strategy:  future is a
combination  of local
software  and Internet
services
Amazon Elastic Through its Amazon Web
Compute Services (AWS) products,
Cloud and offers apay-as -you-go
Simple access to virtual servers
Storage and data storage space
Service
Salesforce On-line CRM Based on network,
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It should be noted thatth e idea of cloud com puting was
proposed jointly back in 2007 by IBM and Google [9].

Smart Mobile Devices [10] canuse  sensors that make
applications context aware, which reduces user input. Mobile
Applications can be enhanced with REST (Representative
State Transfer) based cloud computing technologies to create
applications that exceed t he capabilities of traditional mobile
devices. Combining these creates the opportunity to develop a
completely new paradigm of consumer software applications.

The need for speed can easily be achieve d by a dopting the

platform of cloud com puting. This is realized as a parallel
multiple pipelined architecture which is shown in Fig. 2 [11].

www.iccceg.org



Proceedings of the International Conference on Cloud Computing and eGovernance 2013 3

!

( Amazon SQS/ %\: N

Azure Queue 3

Scheduling @ | Monitoring
Qusus | Queus

A [@

— g —
(EG2 | Azure Worker Processes |

Compute

Nodes

_ — —

Fig. 2. Classic Cloud Processing Model. [11]
Recent advances delivered by HTML 5 is now being exploited
in implementing efficient mobile cloudc omputing
applications. Some ofthe features present in HTML 5 are
shown in Table 4, below.

Table 4. Contribution of HTML 5 Featur es in Dealing with Mobile Devi ce’s
Limitations [12].

HTML5 Energy Bandwidth
Features efficiency, | networking power, size

battery life | functionality | memory

Processing Screen Data entry

capabilities

2D Vector v
Graphics
(SVG)

2D N N
Programmatic
APIL, HTML
<canvas>

Graphical v
effects

Downloadable v v
fonts

Video and v
audio
playback

New types of
form controls

Touch-based v
interactions,
Vibration API

Device N N N
information,
CSS-based
adaptation

Bidirectional N v
connections

On-line state

<]=]

Application
Cache,
Widgets

Page visibility
detection

Battery status N

Threading N

[13] describes thgge of cloud computing:

“All functi rovided to users in form of services in
clouds, “ as a service (Xaas). Above the three types
e Wyes are Infrastructure as a Service, Platform as
ice and Soft  ware as a Service.
NgJfucture as a Service (laas): Users will de ploy
processors, storage systems, network and other fundamental
computing resources, andrun operating system and
applications software according to their own willing.
Platform as a Service (Paas): Users write the application
using programming languages and tools supported by
providers, andr un iton cloud platform.
Software as a Service (Saas): Software providers run
programs on cloud com puting facility, and users use these
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programs through a variety of thin client interface by client
devices. There are three types of cloud application instances
corresponded with three types of services: infrastructure for
cloud services, platform for cloud services and application
for cloud services.” [13]
With concerns for sec urity ever increasing globally, m obile
cloud computing for biometric applications isara pidly
expanding area ofa pplication [14]. Fig. 3.s hows how
important biometric feature vectors m ay be extracte d and
processed by parallel cloud computing to increase th ed of
execution. This is im portant in arriving at a ne#¥; m
decision in matters of security. \

Reduce

| Pre-Processing

Fig. 3. Example of Mobil eature Vector and Offloads

Recognition Task to the Cl 14].

¢ . o
nd extended cloud computing application

h has taken into consideration features
th IBM and NIST and extended them. This is

Withthe prevalence and adoption of QR codes, itis very

ynportant to be able to proces s these in near realtim e as
possible. [16] offers an approach where the QR code has been

used as an image while partitioning and executing the data as a
stream through a m obile cloud computing environment. Fig.
5. showsthe superior performance in terms ofim ages
processed per second if the images are first partitioned and
then processed via cloud computing.
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Fig. 5. QR-Code Recognition Performance through various Platforms [16].

Mobile Internet Devices (MID) ca n enhance t heir limited
computational power by offloading computational tasks onto
the cloud. Fig. 6, shows cloud computing applied to MID.
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Fig. 6. Overall Architecture for CC Applied to MID. [17]

Cloud services can thus provide rich functionalities to MIDs L\
by utilising the powerful int ernet connectivity of the mobile i
devices [17].
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Fig. 4. Hassan’s Cloud Computing Architecture [15].
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It is im portant to take int o account how faults are to be
handled. [17] addresses thisincloudc  omputing by the
adoption of a n autonomous fault m anager module. Fig. 7
shows the use of blocks with functionalities of ‘ide ntifier’,
‘detector’ and ‘determiner’ in the autonomous fault manager.

Autonomous Foult Manager

s

Dynamic Adaptation Repository

Bus wabstracts
MID Dynamic
Adapter
T
Qos
Improving
Adapter
Reference
Matching
Adapter

[
Functionality
Enhancing
Adapter

Deployment
Enabling
Adapter

Fig. 7. Architecture for Fault Management [17].

[17] has proposed six essential and key methods to be adopted
in the e fficient and smooth running of Cloud C omputing
applications, these are: “ capturing commonality into cloud
service, design for adaptability, architecturing thin-client,
methods to ensure high QoS, monitoring services, and
autonomous fault management.” Adopting this strategy will
reduce potential future technical problems.

Libraries are also adopting cloud computing to offert hej
services. An earlier paper [18] publishedin 2011 discugfes
offering medical library services utilizing the cloud.

[19] discusses the adoption of cloud computing by d
medium enterprises inthe North East of En F1g. §,
shows the decision making points that needgfo be dered
for the adoption of on-demand computing s S.

)

Technological

+ Relative advantage
+ Uncertainty

» Compatibility
+ Complexity
+  Trialability
Y

O

Organisational

« Size

= Top management sggpo
* Innovativeness

= Prior IT experie!

Adoption decision

.

-

+  Market scope

+  Supplier efforts and
external computing
support

Fig. 8. Framework for SME Adoption of On- demand Computing Services.
[19].

[20] identifies the prime differences between traditional cloud co mputing and
mobile cloud computing. This is shown in Table 5.
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Table 5. Connectivity , Device and Service Differences between Fixel-line
Cloud and Mobile Cloud [20].

Catogory  Factor Tracisona! cloud cormputing Mabile cloud computing

Connectivity MNatwork accoss Continuous fixed line (possitly through local Inerupted wirsless dopending on MNG
Wi-F1) COverage, of available ad-hoc Wi-Fi or Biustooth
connections
Network bandwidth  High and constant Curmnitly rmited, variable dependent on network
COVBNEgE Bnd ser movernent speed
Natwork lalency Typically ~8-35ms from user 0 DSL/Cable ISP in - Currently typicaly 100ms dus 1o mobie natwork
The Netheriands = 2-5ms for fiber aptic tatency. Wil drop bo = 10ms with next-genention
cormnactions notworks
Notwork data plans  Fiat-ral Trond towards data caps (Do Viies, 2011)
possibly dferentiad foes por fypo of uso
depanding on ret neutraty

Location Foxadt Variabie: on the move o lied
Davicas Devices used Deskiop computer, iptop compulor Laptop, takdet, smart phone, feature phone ofc
(Warner and Kanman, 2010)
Device properies  Standardized inpul methods. large dsplays, Currently Emied batery e, processing power,
large resource pool in case of thick clents, storage capacity and memory
SCAECH MRsOLces fof thin cionts in SCI00N
vely
Daicn porsors Microphano, camara, light sansar (on laptops) T, T OOHONQDID: 5
barometer, NF 08
Sarvices Servioe scope sysloms |U‘ul:!ﬂ’. wreless
packages, in OCRESNG Imitations
| all seevice o busness IT
Lo and plaliorms
Sarvico focus Full ranga of iocation bound appécations

&g home enterainment, office productvity

<
of cloud co mputing that is
rees.

Table 6, highlights theco mmon
applicable to Mobile Cloud Comput!

Table 6. Common Elementg o0
Resources [20].

Computing Applied to Mobile Cloud

Common elements of cloud Element in|
computing (NIST, 20711) doudl Description
Virnuakzason of resources ‘ Virtual overay notworks on jop of moble devices (Niemegeors and Groot, 2002;

Samimi af al. 2006)
Procossing power, SIOrage, S0nsorms, connactvity (Ananthanarayanan and Zats,
2009; Bang, 2009, Elespuru of al, 2009; Marinali, 2009)

Viarlety of resources

Shared resource’ Ofton distinctions botween mobie resource sharing (Dodson of af, 2011;
Wingaan and Bouwman, 2009) and mobil msource pooling (Elespury of al

2009

Yo Scaing the numbar of dovices required for prOCOSSIng, SIOMG0, SENSING of
connectivity acconding 1o senvice requiraments (Marnell, 2009)

Yors aed senion configuration and dolivery (Christensen, 2009)
10 ond-user sharing roquosts wilhout sarvice providos intoraction
(Wingaen and Bouwman, 2009)
Network enabled Yes Via mobile network operator: mobde or wireless (WiFT)

Ad hee or local connectivity methods (Wi-Fi, Blusiooth)

Sorvico lovel agreamants (SLAB) Knowledge gap  Perishablo mobils resources: battory and connactivity
Multipie rescurce owners with unpredictable usage pattems; may not be able o

guarantoo OoS

Compensating indvidual resource owners

Uniknown what of how 1o compensate .g. data subscriplion, device of anérdy
expenses, goodwil

Pay-per-use Knowledge gap

Finally Table 7 from [20] shows the essential charac teristics that needs to be
carefully scrutined before the migration to cloud services.

Table 7. Essential Characteristics Based on Mobile Cloud Resources [20].
Cloud characteristic Application to mobile cloud

On-demand self-service Manual on-device prompts to switch on or discover additional mobile
resources (Christensen, 2009; Wijngaert and Bouwman, 2009)
Automatic (M2M) detection of additional available mobile resources

(Ananthanarayanan and Zats, 2009)

Network access Sharing and pooling mobile resources via (mobile) network operators
Sharing and pooling local mobile device resources via ad hoc
connections methods such as Wi-Fi or Bluetooth (Ananthanarayanan

and Zats, 2009)

Resource pooling Aggregating mobile devices for collaborative tasks such as
computation, sensing and connectivity (Ananthanarayanan and Zats,
2009; Beng, 2009; Elespuru et al., 2009; Marinelli, 2009; Satyanarayanan
et al., 2009; Want et al., 2008)

Pooling of platform resources and resources on mobile devices

Rapid elasticity Scaling the number and range of mobile devices used for tasks as

needed, from personal or local devices (Niemegeers and Groot, 2002) to
remote devices accessed via internet (Marinelli, 2009)

Measured service Compensating individual device owners

Compensating a third party for the coordination of multiple mobile
device resources

No compensation, incentives such as trust or reciprocity in resource
sharing (Wijngaert and Bouwman, 2009)

[21] compares global IT outsourcing with Cloud Computing
along with the evolution of traditional IT services. The maj or
findings were that the im pact of Cloud computing on IT
outsourcing is no doubt significant. Cloud ¢ omputing
represents a fundam ental shift in how organizations pay for
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and access [T services. It has created new opportunities for IT ser Facin Archive Information
. . . . P
services providers and the outsourcing vendors will have to '"‘f;z"e‘:““ g‘;:'t‘;:: Systems Pitwom il
modify their strategy to take advantage of this new computing IE s it
paradigm. Table 6, shows the sim ilarities between IT
. . Packager | (" Information
outsourcing and Cloud Computing. | Package
DotaMmt ||
Table 6. So me Similarities between IT outsourcing and Cloud Computing Event !
[21]. P"’t:“‘::i““ Documentatiol R:ptmsdseanl
g
Registration
IT outsourcing Cloud computing
Reduce cost using third party vendors Reduce cost using Cloud-based services -
Minimize risk Minimize risk
Global scale Global scale SaaS
Quick time to market Quick time to market Saas Business
Applications delivered by a third party Applications delivered py Cloud-based services Layer Systems
Control and application management done by Control and application management done by e —
third party Cloud service provider
Security is a concern as data is handled by third Security is a concern as data is stored in the Cloud PaaS
party Layer l Secure Repositol
Various non-core business services deployment  Cloud services deployment and integration can be
and integration can be done through outsourcing  done through outsourcing
Dedicated data centers available for data Private Cloud aims to protect data and privacy . .
protection and privacy Fig. 9. Information Flow to Preserve,
Backup systems, disaster recovery, and high Backup systems, disaster recovery, and high
availability are supported availability are supported
24-hour support and availability 24-hour support and availability RENCES
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