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Abstract: A (t, n) secret sharing scheme that divides a secret into n shares in such a way that any t or more than t shares can reconstruct the secret; but
fewer than t shares cannot reconstruct the secret. A share renewal protocol is to protect a secret in long-lived system by distributing it to a group of n
participants and refreshing their shares periodically in this fixed group. In this paper we propose a share renewal protocol without the presence of a
trusted party. Shareholders renew their shares among themselves using old shares without disclosing their shares at any stage of the protocol and able to

reconstruct the secret without changing it. The protocol is robust and maintain privacy of shares.

I. INTRODUCTION

In Cryptography, a secret sharing scheme refers to any method for distributing a secret among a group of participants, each of which is
allocated a share of the secret. The secret can only be reconstructed when an authorized subset of participants combine their shares.In
a secret sharing scheme, a secret s is divided into n shares by a dealer and shared among n shareholders in such a way that any t or more
than t shares can reconstruct this secret; but fewer than t shares cannot reconstruct the secret s. Such a scheme is called a (t, n) secret
sharing scheme.

Some of the Secret Sharing schemes assume long-lived shares; however the protection provided by these schemes may be insufficient
after some time. Several faults might occur, shares can gradually be corrupted/compromised, hardware failure or damage may take
place . One way to overcome this problem is to refresh the shares periodically. Thus the concept of proactive secret sharing was
introduced. The goal of the proactive security scheme is to prevent the adversary from learning the secret or from destroying it. In
particular any group of t non-faulty shareholders should be able to reconstruct the secret whenever it is necessary. The term pro-active
refers to the fact that it’s not necessary for a breach of security to occur before secrets are refreshed, the refreshment is done
periodically and hence, proactively.

The core property of pro-active secret sharing is to renew the existing shares without changing the secret, so that previous exposures
of shares will not damage the secret. This should be performed without, of course, any information-leak or any secret change.
Proactive security for secret sharing was first suggested by Herzberg et al. [6] where they presented, among other things, a proactive
polynomial secret sharing scheme. Proactive security refers to security and availability of secret in the presence of a mobile adversary.
Herzberg et al. [6] further specialized this notion to robust secret sharing schemes and gave a detailed efficient proactive secret sharing
scheme. Robust means that in any time period, the shareholders can reconstruct the secret value correctly.

A. Related Work

Secret sharing schemes were introduced by both Blakley [2] and Shamir [4] independently in 1979. Shamir’s (t,n) secret sharing
scheme is a threshold scheme based on polynomial interpolation. It allows a dealer D to distribute a secret s to n players, such that at
least t less than n players are required to reconstruct the secret. The protocol is information theoretically secure, i.e., any fewer than t
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players cannot gain any information about the secret by themselves. In 1985, Chor et al. [5] extended the notion of the original secret
sharing and presented the concept of verifiable secret sharing (VSS). The property of verifiability allows the shareholders to verify their
shares for consistency. The proactive secret sharing(PSS) has been studied extensively in the literature [6], [7], [3],[8]. All these PSS
schemes initiate the secret using a trusted party.Proactive secret sharing scheme based on Verifiable Secret Sharing (VSS) provides
strong security against an active attacker. It combines the secret sharing scheme with a periodical share update process to ensure the
overall security of a system.Through update mechanism, old shares become useless. Even to steal a secret; however, an attacker needs
to intrude on at least t participants during the same time period if security is maintained in a (t; n) threshold secret sharing scheme.

1) Motivation: Trusted Party is required to create and renew the shares. Also these schemes make use of polynomial generation in both
the share distribution and share renewal phases; thereby increasing the computational complexity. Our motivation is to design of an
proactive secret sharing without a trusted party. The scheme proposed in this report is independent of trusted party and uses the
polynomial generation only for share distribution and not for share renewal phase. Thus our scheme has the advantage that shares will
be renewed without Dealers involvement. And polynomial is generated once in share distribution phase, share renewal phase make use
of old share to generate new share without changing the secret.

2) Overview: Section II, introduces the basic security model and definitions. Section III presents our share renewal scheme without a
trusted party. Section IV looks at the security issues and discusses the complexity of the proposed scheme. Conclusion remarks are in
Section V.

II. MODEL AND DEFINITION

A. Model

1) Existing System: In all the existing proactive secret sharing scheme found in the literature are based on the presence of the trusted
party.

[Initialization]

Dealer generates a polynomial of degree t-1.

f(x) = s +dix +::: +dtl1xe[d1

where di, 1 _i _t [ 1 are the random elements of the field Fq: Then, the dealer sends the share si = f(i) mod q to the server i. Since
this is Shamir’s secret-sharing scheme [4], any t servers can reconstruct the secret by using Lagrange interpolation, while t 1 1 cannot
get any information.

[Share Updation]

Each server i generates a polynomial of degree t-1 by using random numbers dil : : : dit[]1. where f(x) = S + dilx + : : : +
ditCI1xtC]1 This satisfies fi(0) = 0. Server i then sends the value sij= fi(j) mod q to server j, which updates its new share s(new) J as
follows :

(new)__ (old) . 1 - d ¢
s =s; + S15+ ...+ sp; mod q

Since the new shares lie on the polynomial
f(new)(x) =f(old)(x) + f1(x) + ::: + fn(x)
The new polynomial still maintains the secret value S at x = 0 , because f(new)(0) =S + 0 + ::: + 0 =8,

Observations:

*In both the [Initialization] and [Share Updation] phases, the dealer and the participants generate polynomials satisfying constraints
f(0) =Sand fi(0) =0, 1 _i_n.

* Dealer control and coordinates all the activities like generation, distribution and updation of shares, the scheme is heavily
dependent upon dealer.
B. Definition
A share renewal protocol is secure if following properties hold:
*Privacy : No information about the secret S is revealed.

*Robust : Correct re- constructibility is possible at any time when k shares are present.

II1. PROPOSED SHARE RENEWAL PROTOCOL WITHOUT TRUSTED PARTY AGAINST PASSIVE ADVERSARY
A. Overview of the Scheme
In this section we construct our own share renewal scheme without the presence of a Dealer. Every participant Pi chooses a random

value si and distributes it among all n participants the secret S is a function as
n
S =3 s;0%. where n is the set
2 k=1 o =
of participants and _II is the Lagrange coefficient according to L. Then each shareholder uses its old share values to obtain new shares
without changing the secret S. The difference from previous schemes is that no participant uses the Shamir’s scheme to distribute
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share. Each participant uses its old share to create new shares without disclosing his original share. The scheme consists of three phases.
We have basically divided our proposed scheme into three
phases:

*Initialization phase

*Distribution phase

*Updation phase
Each phase of our scheme is discussed below in detail. It may be noted that the Dealer is not involved in any phase of the proposed
scheme. All the computation such as secret generation, share distribution and share renewal are done by the sharcholders without
revealing any information about the secret or their share. In addition to that its implementation is less complicated compared to other
existing schemes.
1) [Initialization]: In this phase each participant creates share value to distribute shares to other participants.

Algorithm 1 Initialization
1: Let PP, ... P, be the n shareholders.

t—1
2: Each P; chooses a random polynomial f;(x) = 3 apz"
k=0

of degree t-1 where a;r,1 < 7 < n, are random elements
from the field F,.

3: Each participant P; sends f;(j) to each participant P;,
1<, <.

4 Each P; creates a set A;={A;1} where A;x = ¢g** mod
q. where g is an element of the finite field F; and sends
it to each participant P;, 1 < j < n. Once P;.1 <i <n
receives messages from other participants it verifies each
share.

5. Upon verifying the shares, the share received from each
participants are added to obtain a final share.

6: That is, the share of the j** participant is
n

;1 fi(§)mod ¢=P;(s;).

2) [Distribution]: In this section distribution of share takes place among the participants.

Algorithm 2 Distribution

1: Each i*" shareholder i € [1 ...n] randomly splits its
current share P;(.S;) obtained after initialization phase,
into sum of two shares such that P;(S;) = s; + s2.

Each participant P; now secretly send its second part of

the share (S = sy + s2), that is sz to Py Now at this

point each P; knows its own share i.e (P;(s1), Pi(s2)) and
share received from P;_1, i.e P;_(s2).

3: Each P; now takes its first part of the share, P;(s;) adds
it to the share received from P;_; and passes the sum
secretly to Py .

4: Taking the share received in step 2 i.e P;_1(s2) and adding
it to the computed value received from P;,q in step 3.
Note: It may be observed that neither P; nor Py, 1 <
i < n — 1 can figure out the share of the other.

5. Each P; now adds its own share value P;(S;)to the
computed value received at step 4 and passes| this value to
Piia.

6: The above steps will leave each P; with a good mix
of sum of shares from other participants, these are the
coefficients for polynomial of degree ¢ — 1. Shareholder
among themselves randomly pick ¢ — 1 coefficient values
from n participants.

4
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3) [Update]: Now we have the new coefficient values required to create a new polynomial to update the old polynomial without
changing the secret.

Algorithm 3 Update

1: We now form a polynomial h(z) of degree ¢ — 1 whose
free coefficient is zero (FP;(0) = 0) and whose coefficient
values are the one calculated from above steps. Substitut-
ing 0 in old share - f(7) to the sum of the new n shares.

Mathematically speaking: h(z) = f(z) + >_ P.(7)
c=1

B. Example
[Initialization Phase]
We hereby give an example of working of the Protocols
*Letn=4,p=11
*Each participant chooses a random polynomial of degree t [1 1 with fi(0) = si, where si is a random value chosen by each participant.
*Four participant A,B,C and D chooses the following polynomial and create shares.
fa(x) =5+ 7x + 2x2 mod 11
fb(x) =4 + 2x + 5x2 mod 11
fe(x) =10+ 7x + 2x2 mod 11
fd(x) =2 + 3x + 2x2 mod 11
* Each participant now create n shares and distribute to each participant Pj, 1 _j _n
*Using the LagrangeOs interpolation the shares created are:
eparticipant A creates f(1) = 3, f(2) = 5 ,f(3) = 0, f(4) = 10
eparticipant B creates f(1) = 0, f(2) = 6 ,f(3) =0, f(4) = 4
* participant C creates f(1) = 8 , f(2) = 10 ,f(3) = 5, f(4) = 4
* participant D creates f(1) =7, f(2) = 5 f(3) = 7, f(4) = 2
* Each participant Pi sends _ij = fi(j) to each participant Pj, 1 _i; j _n, where _ij is the corresponding share w.r.t to the participant .

[Verifying shares using VSS]
Before proceeding to the share renewal protocol. each participant can verify whether the shares given to him by the other participant is
correct or not.
From the above example, polynomial f(x) generates four shares which are distributed among four participants A,B,C and D
respectively. Now say A wants to verify his share received from C then it initiates the following steps: Verification of shares : Let the
encrypted values of the coefficients of the
polynomial be :
E(a0) = glOmod 11 , E(al) = g7mod 11 , E(a2) = g2mod 11, where g is an element of the finite field Fp: Using Feldmen verifiable
secret sharing scheme, we have for the first shareholder (i = 1): E(f(1)) = g8mod 11 is equal to:
E(f(i)) = E(0)(E(al)E(i1))_: : :_(EatLd 1)E(it[d 1))
= E@0_ (al _(11)) + (a2 _ (12)))
= g10+7+2 mod 11
= g8 (share verified fori=1)

Similarly other shareholders can also verify their share values. Once share are verified we proceed to share renewal scheme.
Computing Final Shares After verification of shares the share received by each Pi from other Pj are added to form

final shares.

*A computes (3 +0+ 8 +7)mod 11 =7

* B computes (5 + 6 + 10 + 5) mod 11 =4

* C computes (0 +0+ 5+ 7)mod 11 =1

* D computes (10 +4 + 4 + 2) mod 11 =9

Note: As said above secret
n

S=) 51-(52.

i=1
of participants and S' is the Lagrange coefficient according to L. Thus each Pi now sends its si also t - 1 coefficients
are randomly picked from above computed shares and a new polynomial is formed.
* Adding si gives 5 +4 + 10 + 2 = 21 mod 11 = 10
* New polynomial becomes f(x) = 10 + 4x + 9x2
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[Distribution]

Let the random partition of the shares A,B,C and D be
‘A =4+ 3 (Al +A2)

B=2+2 (Bl +B2)

«C=0+1(Cl +C2)

*D=6+3(D1l+D2)

Step 2 Secretly, After exchanging second parts of their shares with the other participants we have the following scenario
*A knows A1;A2;D2

B knows B1;B2;A2

C knows C1;C2;B2

D knows D1;D2;C2

Step 3 After adding the first part of the share with the second part of the received share from the other participant, we have
* A calculates A1 + D2 and gives to B

B calculates B + A2 and gives to C

C calculates C1 + B2 and gives to D

D calculates D1 4 C2 and gives to A

That is

A computes 4 + 3 = 7 and gives to B

B computes 2 + 3 = 5 and gives to C

C computes 0 + 2 = 2 and gives to D

D computes 6 + 3 = 9 and gives to A

Step 4 Now each participant takes the share value received in step 2 and add it to value received in step 3. That is,
* A adds D2 to (D1+C2) getting (D2+D1+C2) =

(D+C2), since A does not know C2, he cannot derive

D.

* Similarly B adds A2 to (A1+D2) getting (A+D2)

* Similarly C adds B2 to (B1+A2) getting (B +A2)

* Finally D adds C2 to (C1 + B2) getting (C + B2)

That is

A computes 9 + 1 = 10

B computes 7 + 3 = 10

C computes 4 + 3 =7

D computes 1 +2 =3

Step 5 The participant then adds their own share to the sum arrived in the above step and passes the sum to the next participant.
That is

*A adds A to (D + C2) getting (A + D + C2) and passes to B.

* Badds B to (A + D2) getting (B + A + D2) and passes to C.

* Cadds C to (B + A2) getting (C + B + A2) and passes to D.

* D adds D to (C + B2) getting (D + C + B2) and passes to A.

That is,

A computes 7 + 10 = 17 passes to B

B computes 4 + 10 = 14 passes to C

C computes 1 + 7 = 8 passes to D

D computes 9 + 3 = 12 passes to A

Privacy check : At this stage of Algorithm

* A knows A1, A2, D2, (D1 + C2), (D + C + B2), A knows D2 however he cannot derive D, since D1 and C2 are not known
individually to A.

* B knows B1, B2, A2, (Al + D2),(A + D + C2), B knows A2, however he cannot derive A, since Al and D2 are not known
individually to B.

* C knows C1, C2, B2, (Bl + A2), (A + B + D2) C knows C2, however he cannot derive B, since Bl and A2 are not known
individually to C.

* D knows D1, D2, C2, (C1 + B2), (C + B + A2) D knows C2, however he cannot derive C, since C1 and B2 are not known
individually to D.

C. Update

*With the arrival of new shares old shares are erased and new shares are kept. Thus new shares are

A:12,B:17, C:14 , D:8

* Above steps generate coefficients for new polynomial, Now we want to form polynomial of degree two, any two coefficients. Old
polynomial was
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f(x) =10 + 4x + 9x2
£(0) = 10 + 4(0) + 9(02) = 10
*Now we form new polynomial from above coefficient
g(x) =0+ 12x + 14x2
* we add above two polynomials
h(x) =1£(0) + g(x)
h(x) = 10 + 12x + 14x2

* Thus h(x) is our new polynomial, we can repeat the above Distribution Algorithm with new shares to renew the shares.
IV. SECURITY CHECK

As per the Definition we can call a share renewal protocol secure if it satisfies properties :Privacy, Robustness.

A. Privacy Check

As seen in the Distribution phase of proposed share renewal protocol at no stage any sharcholder gets any information about share
value of any other sharcholder. As each shareholder randomly splits its share value into sum of two share and throughout the
Distribution phase only part of share value is used to communicate among shareholder. Thus our proposed protocol complies with

privacy constraint.

B. Robustness Check
The new shares computed at the end of Update phase corresponds to secret S.The algorithm allows to re-construct the original secret
whenever t - 1 shares are present.In other words any subset of t - 1 share will give us secret S.

1) Correctness: let K be set of k — 1 shares after
. date thas L £k ot S T—
k-th update phase. Let K= { v],95...5;,, } also assume
ai,as...apyr as the coefficients of polynomial such that
k+1
3" a;y! would give us the secret using Shamir ’s scheme.
i=1

k+1 k+1 ==, i T
i ey =% ai {Uf TZ?:l 9;(2) }
k41 AR | n k41 G
=Y ic1 aiy; +Zj=12i=l ai0; (%)
=z+ Z;’zl 0;(0) (by interpolation)

i (¥3,5;(0) = 0)
V. CONCLUSION

In this paper, we have designed a share renewal protocol where shares can be renewed without a trusted party against passive
attacker.The scheme is both robust and maintain privacy. shareholder can verify their share before beginning of the share renewal
scheme.We assume secure channel exist among the shareholder to exchange share value.The correctness of the properties of the

scheme is also discussed The proposed scheme is secure and practical.
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